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AHHOTALUA

Meroanueckiue peKOMEHJAMU TOJTrOTOBJICHHl B IOMONIL II€Aaroram
oOpa30oBaTeNbHBIX OpTaHW3AlMK I  TPOBEACHUS TEMAaTUYECKOTO  YPOKa,
MOCBSIIIEHHOTO TPOTUBOJCHCTBUIO BOBJICYEHUS MOJOJBIX JIIOJIEH IIKOJIBLHOTO
Bo3pacta (8-11 kmaccel, 14-18 7neT) B (UHAHCOBBIE MPECTYIUICHHS B KadyeCTBE
KEPTB U COYYACTHUKOB.

B MeTtomuyeckux pekOMEHAANMSAX —MPEIaraloTcs — COJEpiKaTelbHBIE,
METOJUYECKUE U TEXHOJIOTUYECKHUE MOAXO0/IbI K MPOBEACHUIO YPOKa, PACKPHIBACTCS
KOMIUIEKC BOIIPOCOB, CBSI3aHHBIX C OpraHu3alued JaHHOTO MEPONPUSITHSI.
[Ipennaraempie MaTepuaibl HOCAT PEKOMEHIATENbHBIM XapakTep, MO3TOMY
npenojaBarelib MOXKET MPOBECTH OJHO WJIM HECKOJBKO 3aHSTUM, ONUpasch Ha
JaHHBIE Pa3pabOTKH, UCXOJs M3 COOCTBEHHOTO OIbITa, YYWUTHIBAs BO3PACTHBIC

0C06CHHOCTI/I, YPOBCHDL IIOATOTOBKHU 06yt1a10n11/1xc;1, d TaKXKC TpaaIulIu pCruoHa.



AKTYaJIbHOCTH TeMbl

@duHaHCOBas TIPaMOTHOCTb B 30Xy HCKYCCTBEHHOTO  HHTEIJIEKTa
npruoOpeTaeT HOBOE, KPUTHUYECKH BaKHOE 3HaueHue. OHa nepecTaér ObITh IPOCTO
YMEHHEM BECTU OIOJKET M CTAaHOBUTCA HAaBBIKOM LU(POBONH CamMOOOOPOHBI,
BbIpaXkarouieicst B HUPPOBOM T'MrueHe, KpUTHUECKOM MBIIUIEHUH U CIIOCOOHOCTH
IPOTUBOCTOSTh AJITOPUTMHYECKHM YIpO3aM, HCXOIAIIMM M3 ceTu VIHTepHer.
3HaYUMOCTh  ()MHAHCOBOM TPAMOTHOCTM HA TEKYIIMH MOMEHT CII0KHO
IEPEOLCHUTD.

HagepHoe, HM U1 KOro He OyJeT CEKpETOM U TeM 0oJiee YAUBICHHUEM, YTO
UCKYCCTBEHHBI HHTEJJIEKT HE3aMETHO NPOHUK BO BCE CQepbl HAIIEeW XKU3HU U
UIPaeT OTPOMHYIO POJIb B COBPEMEHHOM 0OILIECTBE. braromaps cTpeMHUTEIbHOMY
pOCTYy BBIUMCIHUTENBHBIX cHocoOHocTeit OBM M anropurMoB MamIMHHOTO
oOyueHus: HeMpoceTH MOMHUMO HAIMCAHUSl TEKCTOB M PEIICHUS MaTeMaTHYECKUX
3aJa4 HAy4YWINCh pACIO3HAaBaThb OOBEKTBL. IJTO OCOOEHHO OTpPa3WIOCh Ha
YBEJIMYEHUH YnciIa OECIUIOTHOTO TpaHCHopTa (aBTOMOOMIIN, TPY30BHKH, TPaMBau
W JIp.) U Ha YyIy4dllleHHH c(epbl JOTHUCTUKU (HANMpUMEp, B YAaCTU COCTABJICHUS

ONTUMAJILHOIO MapIIPyTa T0CTABKH).

PaccmoTtpum HekoTopeie acniekTsl BivssHUSA M Ha Hany )KHU3HB.

o Meouyuna u 30pasoxpanenue. AIropuTMbl KOMIIBIOTEPHOTO 3pECHUS
aHanu3upyroT peHtrenoBckue cHuMkd, MPT u KT, oOnapyxuBaioT omyxomwu,
nepejoMbl M APYrue MaTtojoruu ObicTpee W TouHee ueyoBeka. MM akTuBHO
MpUMEHSIETCS JUIsl pa3paOOTKU JIEKApCTB, Ui OOIICHHWS B 4aT-00Tax, KOTOPHIC
MO3BOJIIOT MAIlMEHTaM OCYIIECTBIATH 3alMCh Ha MPUEM K HYXHBbIM Bpaudam. U
y4acTBYeT B pa3BUTHM, TaK Ha3bIBAaEMOW, NEPCOHATM3UPOBAHHOM MEIUIIMHBI,
3a/ladyeii KOTOpOW SIBISIETCS TPOTHO3MPOBAHHME TOTCHIIMAIBHBIX 3a00JeBaHUM
NnalnyueHTa U MPUMEHEHUE WHIMBHUIYAJIbHBIX CXEM JICYCHHWN HAa OCHOBE aHaIM3a

OOJBIINX JAHHBIX.



o bankosckaa cghepa. N1 akTMBHO NPUMEHSIETCS B TPUHATUU PELLIEHUN
O BbIJJAa4€ KPEIUTHBIX NPOIYKTOB B paMKaX, TaK Ha3bIBAEMOr0, CKOpPUHIA, I/E
OLICHUBAETCS HE TOJIbKO KpPEIUTHAs HCTOPUs KJIMEHTa, HO W OOoNbLION 00beM
npodel MHQOpMaIMM, YTO IMO3BOJISIET MPUHUMATh TIPAMOTHBIE PEIICHUS.
Y4auTtheiBasi CTPEeMHUTEIHHOE MOBBHIINICHHE (PUHAHCOBOM TPAMOTHOCTH HAaceleHUs,
Bce OoJiplIe Tpa)KJaH HMHBECTHPYIOT CBOM COepexeHHs B (POHIOBBIA PBIHOK
(akmuu, OONUraIiy, MaeBble WHBECTUIMOHHBIE (OHIBI) C IENbI0 TMOTYYCHHS
MOTEHIUATIBHO OOJBIIEH JOXOTHOCTH, YeM Takue cOeperarebHbIe MPOIYKTHI, KaK
BKJIAJIbl M1 HAKOIIUTEJIbHBIE cUeTa. baHkH ke, B CBOIO odepenp, npumeHsator UM s
MTHOBEHHOM, aBTOMAaTUYECKOM MOKYIKU TE€X WM WHBIX LIEHHbIX Oymar Ha Oupxke
3a KJIIMEHTA, pearupys Ha MaJIeUIIe U3MEHEHHUS Ha PBIHKE.

o Coepa oopazoeanus. Ha CceromHsSIHUMA JE€Hb CYLIECTBYET
MHO>KECTBO 00pa30BaTEIbHBIX IUIATGOPM/arperaTopoB M APYrHMX OpraHU3aluH,
aKTUBHO HcIob3yomux TexHoiorun M. MimenHo onu nmoxacrpanBaroT y4eOHBIH
MaTepual Ioj TEMI U YPOBEHb 3HAHUN KAKJIOTO YYEHHKA, B TOM YHMCJIE BBISABISA
HEJOCTAaTOK 3HAHUW MO TOM WJIM HMHOM TeMme, MoAOHpas COOTBETCTBYIOLIUE
JOTIOJIHUTENBHBIE 3aJaHUsl, YTO HEINPEMEHHO IIOJIOKUTEIBHO CKa3bIBA€TCSl Ha
npoiecce 00yyeHusl.

o Hayka. D10 Tta cdepa, rae moaenu MM akTUBHO HCHONIB3YIOTCH,
IIOCKOJIBKY SIBJISIFOTCSI HE3AMEHUMBIM MHCTPYMEHTOM B HAy4YHBIX MCCIIEIOBAHUSAX.
NI 1no3BOJIIET HAaXOIWTh 3aKOHOMEPHOCTH 32 KOPOTKHN MPOMEXKYTOK BPEMEHHU
TaM, IJie y YeJIOBeKa yXOIuau Obl AHU/HeAenu/roabl. B kadecTBe mpumepa MOXKHO
OpuUBECTH pa3pabOTKy MPOTrpaMMHOIO OOECNEUYEeHHUsI POCCUHUCKHUX YUYEHBIX C
ucronb3zoBanueM WM nang  onepaTMBHOTO  aBTOMATUYECKOrO  OOHApyXEHUs
U3MEHEHUHN COCTOSIHUS JIECOB — MOKAPOB, BEIPYOKH U Jip. IMeHHO 3Ta MHHOBaLUs
CrocoOHa OMNEPAaTUBHO YCTPaHATh JUOO CBOJWTH K MHUHHUMYMY HEraTHUBHBIC

[IOCJIEICTBUS.

KpOMC BBIINICCKAa3aHHOTO, nn IMPUMCHACTCA  JId  3alllHUThI HallIeH

kubepOezonacHocTu. Hampumep, ouH U3 KpyIMHEHIIUX COTOBBIX OneparopoB PO



co3nan «Kubepb6abymiky» — 310 M-monens, koTopasi 001aeTcsi ¢ MOIIEHHUKaAMHU
T0JT BHJIOM TOXHIION KITMEHTKH. B pe3yibraTe KMGEPMOIICHHHK TPATHT BPeMs
pecypebl, obmasice ¢ MM BMecTo peanbHOrO 4YeloBEeKa, KOTOPBIM MOT  Obl
MOCTPaJaTh OT €r0 AKTUBHOCTH.

Taxke MW aktuBHO mnipuMeHsieTcs U B cdepe OuzHeca. Tak, OauH U3
KpynHermmx mapkertmieiicoB PO Buenpun MM Bo MHoOrme mporecchl, 4ToObI
YOPOCTUTH JKW3Hb COTpyAHUKOB. Hampumep, 95% xapTouek TOBapoB Tenepb
MOJIEpUPYIOTCS 0€3 yuacTus YeIOBeKa.

B cdepe HR npowusounu 6onpmme namMenenus. Hanpumep, nonyasipHblid B
P® onnaifH-cepBuc 1o noa0opy nepcoHana u morucka padoTel B Hosiope 2025 roaa
3amyctuin MM-moMonHuka Juisi peKpyTepoB, KOTOPBIM B3ssl Ha ce0s pyTHHY U
0CBOOOAMII BpEMsI CIIEHUATIUCTaM JJIsl )KUBOW PabOThI € JIHObMHU.

Cnoucok toro, kak MM monoXKHUTENbHO BIUSET HA JKW3Hb BCEX JIIOJIEH Ha
Halllel IUIaHeTe, MOXKHO MPOJO0JKaTh OYeHb J0Jro. BMmecte ¢ TeM ecTh oOpaTHas

CTOpPOHA, OJJHA U3 HUX — 3TO (PUHAHCOBBIE MPECTYIIEHUA C UcTob3oBaHueM NU.

denepanbHas ciyx0a 1o (uHaHCOBOMY MOHUTOPHUHTY
(PocuHMOHUTOPUHT) TIpM aKTUBHOM Y4YacTUU TOJpa3feieHUuil (PUHAHCOBOM
pasBenku crpan CHI', B3anmoneiicTBytomux B paMkax EBpa3uiickoil rpymnmsl Mo
MPOTUBOACHUCTBUIO JIETATU3AIMU TPECTYNHBIX JOXOJAOB U (PUHAHCUPOBAHUIO
TeppOpHU3Ma, MPOBOJUT AKTUBHYIO paboTy, B TOM YHUCJE, MO MPOTHUBOJACUCTBUIO
MPOTUBOIPABHBIM JIEUCTBUSAM C MOXUIIEHHBIMU JICHE)KHBIMU CPEJICTBAMU.

JIns Hayana MOCMOTPUM Ha OOIIYHO KapTHHY B 3TOHM cdepe 3a mocieaHee
BpeMms: 1o cBeAeHusM llenTpanmbHoro Oanka Poccuum, oO0bem omeparuii 6€3
JOOPOBOJILHOTO coTJiacusi KIMEHTOB 3a 9 mecsieB 2025 roga cocraBuia 21 mipa

py6., 3a 2024 rox >ToT 06BeM cocTaBmsul 27,5 mupx py6.’. CpaBHEHHE STHX

'Bunaitn  cosman  «KubGepGabymiky». Kak oOHa MOMOXeT 6GOpOThCS ¢  TenedOHHBIMU
momenHukamu?//Lenta.ru.13.11.2025.URL:https://lenta.ru/articles/2025/11/13/bilayn-sozdal-
kiberbabushku/?ysclid=mk5pb3Iwx2509443586

2O630p orepanuii, COBEPIICHHBIX 0€3 JOOPOBOJILHOTO COTJAcHsl KIMEHTOB (DMHAHCOBBIX
opranu3zaruit//L1b P®.12.02.2025.URL:https://cbr.ru/analytics/ib/operations_survey/2024/
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II0OKA3aTeJIed TOBOPUT O TOM, 4TO HecMoTps Ha ycuiusa L[b P®, xommepuecknx
6ankoB, MBJl P®, PockomHan30pa u Apyrux y4pexaeHUN BOMPOC (PUHAHCOBOU
0€30MacCHOCTH CTOMT OYEHb OCTPO M HE TepsieT cBoel axTyanbHOcTU. [lo
ceenenusiMm MBJ[ P®, Tompko B Hos0pe 2025 roma BEJOMCTBO CMOTJIO
NPEIOTBPATUTH XMILEHHE HAa CYMMy CBBbIIIe 222 MiTH pyo0.”.

BaxxHo o0patuTh oco00oe BHMUMAaHME Ha POCT YHMCIA MOCTPAAABIIUX OT
KHOEPMOIIIEHHNKOB CPEJIM HecoBepIeHHoNeTHHX . ITo naHHeM MBJI PO, nensto
MOIIICHHUKOB SIBJSIFOTCSA JIE€HBIM POAMTENEH INOAPOCTKOB. MCnosb3ysl JIHUYHBIE
JAHHBIC HECOBEPIICHHOJIETHUX, 3J0YMBINUIEHHUKH 3BOHAT WA OTIIPABISIIOT
COOOIICHHST MOAPOCTKAM OT MMEHU OO0pa30BaTEIbHOM OpraHU3alllH, OpPraHOB
TOCBJIAaCTM WJIM OIEPaTOPOB COTOBOM CBSI3M, YTOOBI 3alOIy4YUTh KOJbI
aBTopu3anuu. Takxke 3aQUKCUPOBaHbI CIIy4yau MOLIEHHUYECTBA MPU MPOAAXKE UIH
IIOKYTIKE€ UTPOBBIX AKKayYHTOB U 0TBETOB Ha ['1IA.

JIist OTMBIBAHHS CPEIACTB, IOJIYYEHHBIX B PE3yjbTaTe IMPOTUBOIIPABHBIX
NENUCTBUN, KNOEPMOIIEHHUKH TMO-TPEKHEMY AKTUBHO MCIOJB3YIOT KJIACCUYECKUE
O0aHKOBckMEe MeXaHu3Mbl. (DUHAHCOBBIE IOTOKUM MPOXOISAT UYEpPe3 MHOKECTBO
MIOACTABHBIX CUETOB, TJE€ HE3aKOHHBIE JIEHBIM CMEIIMBAIOTCA C JIETAJIbHBIMU
onepalusiMHi, IOCJIE€ YEro 4YacTO HaIlpaBISIOTCS Ha KPUOTOIIATGOPMBI IS
OKOHYATEIHHOM Jleraiv3anuu win (UHAHCUPOBAHUS JaJIbHEUIEH MpPeCcTymHOM
NeATEIbHOCTH, HApUMep, TeppopucTHueckoi. CTOUT OTMETUTh, YTO MacmTad
JaHHOW  TpoOJieMbl YacTO  HENOOLIEHMBAaeTcs, a cama yrpoza HOCHUT
TPAHCHALIMOHAJIBHBIN XapakTep, 3aTparuBas HE TOJbKO Poccuio u  cTpassl
ConpyxectBa HezaBucumbix ['ocynapcts, HO U BECh MHUP.

KubepnpecTynnHUKM  BBIHYKJEHBl ~aKTHBHEE BOBJEKaThb B  IPOLIECC

OTMBbIBaHUA ACHECT HE TOJIBKO MOJOABIX J'IIOIICﬁ, HO M 3a4acCTyr0 IMOJAPOCTKOB B

*MBJI, packpsito pe3yibTatsl 60ps0bI ¢ TenedommsMu Momennankamu//Lenta.RU. 02.12.2025
URL:https://lenta.ru/news/2025/12/02/mvd-raskrylo-rezultaty-borby-s-telefonnymi-
moshennikami/?ysclid=miq22ihex2658176800

‘MBI bukcupyer pocT yucna MOCTPaIaBIINX OT KHOEPMOIIICHHUKOB
HecoBepieHHoseTHrx//Kommepcant.28.06.2025.URL:
https://www.kommersant.ru/doc/7851537?ysclid=mitybkryl3160727529
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Bo3pacte oT 14 ner. Ilo ceenenusim banka Poccun, B PO 6bu10 BBIsSIBIEHO Oosee 1
MJTH zlponnepOB3 , TIO3TOMY STOT BOIIPOC HEJB3S OCTaBIATH Oe3 BHUMaHus. [lo
nanHpiM MBJ[ P®, gaie Bcero npomnmepaMy CTaHOBSTCA 0e3pabOTHBIC KUTEIU
HEOOJBIITUX TOPOJIOB C HHU3KMMHU 3apIulaTaMH; CTYACHTBl W IIKOJBHHKH,

HaXoaAMMNCCA B ITIOUCKAaX JICTKUX JCHCT.

I[JDI INPHUBJICUCHHUA MOJIOACIKN B COMHUTCIBHBIC CXCMbl MOIICHHUKHU

HCITIOJIB3YIOT CICAYIOIHNC IICUXOJIOTHYCCKUC YIIOBKHU!

L CPOYHOCTb —  «IIPCAJIOKCHHUC TOJBKO A0  BeUCpa», «MECTa
3aKaHYHUBAKOTCA»,

L IMPOCTOTA — «HHUYCTO CIIOKHOI'O, CITIPABHUTCA JAKC IIKOJIbHUK),

L 0e30I1aCHOCTh — «3TO COBCPHICHHO JICTAJIBHO», «BCC TAK ACIAIOT»,

L4 IMOCTCIICHHOCTh — HA4YMHAOT C MCIKHUX CYMM, IIOCTCIICHHO

YBEIUYHUBAIOT 000POTHI;

o COLIMAJIbHOE JI0Ka3aTeNIbCTBO — «y Hac yxke pabotaroT 500 yenoBek»,
«IIOCMOTPH OT3BIBBI».

OnacHOCTh Jii IIKOJBHUKOB M CTYJEHTOB 3aKJIIOYAaeTCs B TOM YHCIIE B
HENOHWMAaHUHU OTBETCTBEHHOCTH 3a y4acTUe B OJJOOHBIX CXEMaXx.

B wutone 2025 roma mnpesunent P® B.B. Ilyrun noamucan 3akoH,
nonoyHsomui cratbio 187 YK P® KOHKpETHOW OTBETCTBEHHOCTHIO 32 YYacCTHE B
JPOIIIEPCKUX cxemax. Tak, JOKYMEHT yCTaHABJIMBAET YIOJOBHOE HAKA3aHHUE 10 3
JIET JUILEHUs] CBOOO I AJIA JIULI, PEJOCTABIISIONIMX CBOM OAHKOBCKHE PEKBU3UTHI
3a BO3HATPAXKICHHUE, M JI0 6 JIT — JUIi OpraHM3aTOPOB TAKOM JeATENHHOCTH . B
2025 rony B Poccun B0o30ynuiv mepBoe B CTpaHE YTrOJIOBHOE JENO MPOTHUB, TaK
Ha3bIBAEMOI0, APOIMOBO/A, TO €CTh OpPraHM3aTopa CXEMbl IO HE3aKOHHOMY

oOHanmmuuBanuto cpeAcTB. [lo ceenenusim MB/] P®, HaBoaKy Ha HETO 1ajl OJIMH U3

Hytun TIOJTITHCATT 3aKOH 00 YTOJIOBHOM OTBETCTBEHHOCTH VTS
nponmepos//P1UA.24.06.2025. URL:https://ria.ru/20250624/putin-
2025132619.html?ysclid=miu0fzlqlw280946511
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3aJiep>)KaHHBIX  JIPOIIIEPOB  B3aMEH Ha  OCBOOOXKAEHHWE OT  YrOJOBHOM

OTBCTCTBCHHO CTI/I6 .

Takum o0Opa3zoM, paccMaTprBaeMasi B HaCTOAIIEM YPOKE TeMaTHKa SIBIISIETCS

0COOEHHO aKTyaHBHOﬁ B COBpeMeHHOﬁ KHN3HHU OJI1 KaXKXKA0T'0 4CJIIOBCKA.

% Kax mepBoe yroJoBHOE €0 IPOTHB APOIOBO/IA CKAKETCS Ha pabOTe MOIICHHIYECKOH CXEMBI
//KommepcanT.07.08.2025.URL:https://www.kommersant.ru/doc/7943692?ysclid=miu0s6vpbel
58946376
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Paznea 1. U — onacHbIM HHCTPYMEHT B pyKax NPeCcTYIHUKOB

TexHOJIOruM HCKYCCTBEHHOTO HMHTEJUIEKTAa CTPEMHUTEIBHO Pa3BUBAKOTCS, U
OJIHUM W3 CaMbIX BIICUATIAIONIUX U B TO K€ BpPEMsI TPEBOXKHBIX IMPOSBICHUI
ABJISIETCS TUTI(PEHK.

Jlungbeiix (ot anri. deepfake — «rayOOKUN TOMJIOT») — 3TO BUEO, AyJIHUO
i GOTO, CO3AaHHBIC NCKYCCTBEHHBIM MHTEIJICKTOM, HAa KOTOPBIX YEJIOBEK JIeTIaeT
WJIM TOBOPUT TO, YETO HUKOT/Ia HE ObUIO B peaiabHOCTH. MOXKHO ceOe MpeACTaBuUTh,
YTO KOMIBIOTEP HAYUYUJICS HACTOJIBKO XOPOIIO KOMUPOBATH TOJIOC U JUIO aKTEPA,
YTO MOXET «BCTaBUTb» €ro B HOBBIM (uiabM 0e3 ero yuactus. [lomoOHas
TEXHOJIOTUA 3apOAWJIach MHOTO JieT Hazad. Tak, eme B 2015 roay mpu co3zganuu
u3BecTHOoro ¢uinpMa «®Dopcaxk 7» Obul Bocco3aaH o0pa3 TIABHOIO Teposi ¢
MOMOIIBIO JJOCTYIHBIX KOMIBIOTEPHBIX TEXHOJIOTHI. DTO ObLIO CIIEJIaHO B CBSI3U C
ru0eNbl0 OJJTHOTO M3 TJIABHBIX aKTEPOB M HEOOXOJMMOCTBHIO 3aBEPIIUTHh BAKHYIO
CIOJKETHYIO JIMHUIO.

CtouT OTMETHUTh, YTO 3TO OBLI MEPBBI MaclmITaOHBINA ciaydaii B Mupe. Ho
cerogHsi AUNGENKd BBIIUIM HA HOBBIA YpoBeHb. (COBpEMEHHBIE TEXHOJIOTUU
MO3BOJIAIOT CJIEJIaTh ITOJTHOIICHHBIM T0JIOCOBOM uIQerK, HCIOIb3YsS BCETo
HECKOJIbKO CEKYHJ 3allMCAaHHOT0 To0JIoCa pealibHOro uenoBeka. C 3TOH IENblo
3JIOYMBIIIJICHHUKM B P® crTamum MaccoBO 3BOHUTH TpaxJaHaMm IOJ BHIOM
COIIMOJIOTUYECKUX OMPOCOB, YTOOBI 3alucaTh HMX ToJioca IS TOCIEAYIOIIETO
CO3IaHUA nnn(beﬁKOB7.

[II1poKyr0 M3BECTHOCTH MOMYYWJI Ciaydad, npouszomenmui B 2019 rony B
BenukoOputanuu: MomieHHUKH ¢ nomoripto MU ckommpoBamu  rosoc
T€HEPAJIBHOTO AUPEKTOPA HEMELKON SHEPreTUUeCcKOr Komnanuu. OHU MO3BOHUIIN

€ro NoJYMHEHHOMY, ITpuKa3aB cpoyHo nepeBectu €220 000 Ha cU€T BEHIepCKOTo

7 DKCHepT NMpeaynpeua O HOBBIX MOIIEHHUYECKUX CXeMax ¢ AumndernKkaMu
//N3Bectrs.11.06.2025. URL:https://iz.ru/1902358/2025-06-11/ekspert-predupredil-o-novykh-
moshennicheskikh-skhemakh-s-dipfeikami
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IIOCTaBIIHKA. I[GHBFI/I MNEepCUNCIININ MIHOBCHHO. 910 OIMH M3 IICPBbLIX

3aI0OKYMCHTHUPOBAHHBIX cnyqaeBS.

PaccmoTrpum npumep ananmora nurneiikoB 1Mo Ha3BaHUEM «3/106 O1U3Hey»
(Evil Twin Attack). 9T0 1OCTaTOYHO KJIACCHUYECKas M IPU ATOM OYEHb OIACHAas
ataka. OIAacHOCTh 3aKJIIOYAaeTCs B TOM, UYTO HHUYETO HE IMOJ03PEBAIONTUN
MOJIB30BaTENh CeTH VIHTEpHET mepemaer CBOM JaHHBIE HE3aMETHO IS ceOs
3JIOYMBINIJICHHUKAM, a pa00TaeT ATO MO CIEAYIOIEH cXeMe:

o KJIOHUpOosaHue («oungeux ons cemuy): 3N0yMBIITUICHHUK co31aéT Wi-
Fi cetb ¢ upentnunbpiM HazBanueMm SSID. C moMoNIpl0 COBPEMEHHBIX YCTPOMCTB
OH JIeJIaeT CUTHAJ CBOEH TOYKHU JOCTYIIA FOpa3/io CUIbHEE, YeM y OPUTHHANIA;

o 3aMaHusanue dcepmenvl. TOJb30BaTedb B Kade, a’spornopry WIH
TOPTOBOM TIICHTPE BHJIUT CIHUCOK ceTeld. CeTh-«ONMM3HEeI» YacTO OKa3bIBACTCS
BBEpPXYy CHHUCKa (M3-3a CHUJIBHOTO CUTHAJIa) W BBIMJISIUT Kak 3Hakomas. YenoBek
MOAKITIOYAETCS K HeH, TyMasi, 4TO 3TO JieranbHbIN OecruratHeii Wi-Fi;

o nepexsam mpagura (Man-in-the-Middle): Bcsi "HTEpHET-aKTUBHOCTD
JKEepPTBBI (IMapOJIH, TMEpPEeNnucKa, UCTOPUs TMOCCIICHUH, JaHHbIe O0aHKOBCKUX KapT)
Tereph MPOXOJUT Yepe3 YCTPOUCTBO aTakyromiero. OH CTaHOBUTCS «4EJIIOBEKOM
MOCEPEINHE», KOTOPBIA BCE BUANT U 3aMKMCHIBACT;

o QuwiuHe U NpUHYMHCOeHue: YACTO «3JI0M OJU3HEI» MOKa3bIBAET
(helKOBYIO CTpaHHUIly BX0J1a, TPEOYIOIIYIO MOATBEPKICHUE HOMepa TeaedoHa UiIn
aBTOPHU3AIIMIO 4Yepe3 COICEeTH. ITO JenaeTcs s Kpaxu e OoJbIIero
KOJIMYECTBA IAHHBIX.

CrnenoBaTennbHO, B Tpolecce ceppuHra B cet HMHTEpHET MOJIb30BaTEINb
MOKET TIepeIaTh 3JI0YMBIIIICHHUKAM JIOTHHBI U IMAPOJIM OT 3JICKTPOHHOW ITOYTHI,
COIIMAJIbHBIX CEeTeH, OaHKOB; TUIATE)KHBIC JaHHBIE CBOMX OAHKOBCKHX KapT;

HCTOPHIO TTOCEIIEHUI CAMTOB U MHOTOE JAPYTOE.

¥ Tonoc kak y HaYaJIbHUKAa — HE OTJIUYHIIG: KaK HCKYCCTBEHHBIM MHTEJUICKT TO3BOHIII M YKpaT
COTHHM ThIcs4 AoJutapoB//buznec.®M.04.09.2019.
URL:https://www.bfm.ru/news/423702?ysclid=mivres04zq489735366
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HarnsiaiaeIM npruMepoM MOXKET CTaTh peaibHask CUTyalus, IPOU30LIEeIIas C
YUEHHMIIEN OJJHOM M3 MIKOJI, KOTOPasi HAMPABISIACH B IPYTOM rOpoj Ha OJIUMIIUALIY.
B asponopry yuenuna mnoaxmoumnack Kk cetu  Wi-Fi ¢ Ha3BaHueMm
COOTBETCTBYIOIIIETO a’poOmNopTa, TeM Ooiee 3To Obla mepBas CeTh B CIHCKE
JOCTYIIHBIX ~Ha  MOOWJIbHOM  ycTpoictBe. IllIkoapbHUIa  HeCcMOTpsT  Ha
NpeaynpexaeHue MOOWIBHOTO Tele(oHa O HE3aNMIIEHHOCTH CETH Mpollia
peructpanuio. BBens cBoit Homep TenedoHa U KOJ JOCTYIA, KOTOPHINA MOCTYIIHIT
Ha TenedoH B OJIHOM U3 MOMYJISPHBIX MECCEH/KEPOB, I€BOUYKA MOTEpssia K HEMY
JOCTYI, TaK KaK JTOT KOJ SBJSUJICS OJHOPA30BBIM IMapojieM IJisi BXoAa B
MecceHkep. HeBHMMAaTenbHOCTh CTajga POKOBOM — JUisl MOAOOHBIX (QopM

PErucTpanii HUKaKUC KOJAbI U3 MCCCCHIKCPOB BBOAUTL HC Tpe6yeTc;1.

HH — ¢pumune. GuyHr npuoOpeTaeT Bce HOBbIE (OpPMBbI, O0IEe TOHKHE U
U30LIPEHHbIE METOAbl JJSl YCBHIIICHUS OAUTENBbHOCTH MOTEHIHUAIbHBIX >KEPTB.
Panbiie ¢uimmmHroBsle muchbMa ObUIM IIAOJIOHHBIMHM, C OIIMOKAMH U OOIIMMU
oOpareHusiMu, HanpumMep, «YBakaemblii kiueHt!». Teneps MU, B ToM yucine, Ha
0aze ChatGPT ananu3upyeT AaHHBIEC >KEPTBBI U3 Pa3IUYHbIX COLMAIBbHBIX CETEH,
KOPIOPAaTUBHBIX CAMTOB, CAaWTOB IIKOJ MWJIA YTEYEK, KOTOPBIE MPOUCXOISAT
PETYISPHO, U TEHEpUpyeT HjeanpHoe nucbMo. [loa yreukamu nmoapasyMeBaroTCs
XaKEepPCKHE aTaKu Ha CEpBEpbl PA3IMUYHBIX KOMIIAHWUW, IJI€ XPaHATCSA JaHHBIE MX
KJIMEHTOB, HAIPUMED, CBEJICHUS BJIAJEIbLEB JUCKOHTHBIX KapT.

B kadecTBe npumepa MOXHO IPUBECTU OAUH Cilydal, NPOU3OLICAIINN B
roCyAapCTBEHHOM YyupekaeHnn. COTpYIHUKY OpraHHU3aliu IKOObI C aKKayHTa €ro
BBICOKOIIOCTABJIICHHOIO PYKOBOAMTENIA B 4YaTe€ OJHOTO M3 MECCEHIKEPOB
MOCTYIUJIO COOOIIEHUE O TOM, YTO B paMKax npoBepku mnpenacrasuresnsimu OCh
Poccun (denmepanpHas cmyxba OezomacHoctn  P®) ObLIO  BBISBIEHO
pacnpocTpaHEHUE MEPCOHANBHBIX JAHHBIX BHYTpH opraHuzauud. [lomumo 3toro,
XepTBe ObUTa HaIlpaBjieHa CKaH-KOMUs MUChMa, HanucaHHas k00wl oT auna OChb
Poccum B azpec pyKOBOAUTENS TOCYJApPCTBEHHOIO YUPEKIACHUS, NpPUYEM

COCTaBJICHO ITHCHMO OBLIO rpamMmOTHO, C Y4Y€TOM BCCX HOPM BXOI[SIHICI\;I
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KOPPECMOHAEHIIMA C YKa3aHUEM BCEX KOPPEKTHbIX cBegeHuir (PUO xkepTBHl,
nokHocTh 1 MO pykoBoauTensi, Ha3BaHWE opraHu3zanuu). Bce 3TO ychImuio
OUTENBLHOCTH MOCTpajaBiiero. Jlanpiie cutyaius pa3BUBajach Mo CIEAYIOLIEMY
CIICHApHIO: B MUCbME CPeIr MPOUYEro ObLIO YKa3aHO, YTO C KEPTBOU JOHKEH ObLI
cBsa3atbes «npencrautens @Chby» ¢ ykazanuem ero @O, nanee nocie ero 3B0HKa
KEPTBE TOCTYIUJ 3BOHOK YK€ OT «IpeacTaBuTesss PocUHMOHUTOpPUHTA», B
pe3ynbTaTe 4ero >KepTBY YOEIWIM CHATH CBOW JIMYHBIC JCHEKHBIC CPEICTBA U

nepeaaTb, TaKk HA3bIBACMOMY, KKYPbCPY HAIMYHOCTH.

HH-euwmune (anrn. vishing = voice + phishing). 910 pa3HOBUIHOCTH
nundeiikoB, B kotopom MU paboraer kak rosocoBoil «xomupoBaibiuk». Ha
cerogusamHui aeHb MM B cBoeM apceHasie NOCTAaTOYHO JIUIIb UMETh HECKOJIBKO
CEKyHJI OpUTHMHAJIBHOW 3alMCH pa3roBopa 4YelioBeKa g TOro, 4ToObl CO3/1aTh
MOJIHOIIEHHOE  ayJIMOCOOOIICHUE WM COBEPIIUTh 3BOHOK C BO3MOKHOCTHIO
BEJICHUS IUAJIOra.

31ech MOXKHO TIPUBECTU NpUMeEp, Npousommenmuid B 2025 rony B Urtanuu:
MOILIICHHUKH, WCIOJb3ysl JaHHYK) TEXHOJIOTMIO W TMPEICTABISASICh MUHUCTPOM
ob6oponbl Utanuu ['Buno Kpo3erTo u 1pyruMu YMHOBHUKAMU, COBEPIIAIA 3BOHKH
UTAIBSIHCKUM TPEANPUHUMATENSIM C TENbl0 YOSAUTh WX B HEOOXOJIUMOCTH
nepeBoaa neHer. CTOUT OTMETUTh, YTO KE€PTBAMHU B JAHHOM ClIydae CTalH
W3BECTHBIE MUPOBOMY COOOIIIECTBY TaKue JIto/iu, Kak npe3uaeHt Prada IMaTpuimo
bepremnu, mogensep Jxopmxno ApmaHu, UCHOJHUTENBHBIA BULIE-TPEICENATEID
Pirelli & C. SpA Mapko Tponkertu IIpoBepa, mumnuapaep Maccumo MopatTy,

. 9
OBIBIINI BajeNel] MusiaHcKoro GyroosbHOTO Kitydoa « UHTEep» 1 1Ip.

CoyuanbHolil UHHCUHUPUHZ Uepe3 COUCEMmU U NPUIONHCEHUS 3HAKOMCHIE
(pomanmuueckuii ckam). BceM moasM BakHa SMOIMOHAIbHAs OJU30CTh C

POACTBEHHUKAMH, JpYy3bsMH, JOOUMBIMU. BbipaGartbiBaemMble TMpU  ITOM

? B MTaniu MOIICHHHIKH YKPaH AeHBIH ¢ roMomsio MU ¢ ronocom murmctpa//PBK.10.02.2025. URL:
https://www.rbc.ru/rbcfreenews/67a9¢0499a7947¢e77f116121?vysclid=mjlmdsssip490024673
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OpraHM3MOM TOPMOHBI BBI3BIBAIOT Yy HAC YYBCTBO IPUBA3AHHOCTH, MKEJIaHHE
IPOJOJKUATE OOIIEHUE, U 3TO, KaK CIEACTBUE, MPUBOJAHUT K CHMXKCHHUIO YPOBHS
KPUTUYECKOTO MBIIUICHUSI BBUAY BOBJICUEHHOCTH B IPOLIECCE KOMMYHHMKAIIWU.
Jnst »Toil  1enu KUOEpPHPECTYNHUKHM OXOTHO TOJIB3YIOTCS  HEHPOCETAMH,
CIIOCOOHBIMHM OOIIAThCS B YaTax C ThICSYaMH Jrofell onHOBpeMeHHO. CTouT
OTMETHUTh, YTO CaMO OOIICHHE Mepe] TeM, KaK BOBJICUb >KEPTBY B CXEMY, IpH
KOTOpOU OHa OCTaHeTcs Oe3 JICHEeT, I MPaBA0N0oI00HOCTH MOXET 3aHUMATh JTHU,
HeJlenu, Mecdlbl. boiee TOro, ¢ Ielbl0 TMOBBIIEHUS JOBEPHUS JKEPTBBI K
co0eceqHUKY (IO MMEHU «HEHPOCETh») 3IOYMBIIUICHHUKH MPEABAPUTEIIHHO
000ramarmT HEUPOCETh TAHHBIMU O MOTEHLUAIBLHOM KePTBE, HAIIPUMED, HA OCHOBE
JAHHBIX CO CTPAHMIIBI B COLMAIBHOM ceTH. I 1aBHasg OMacHOCTh TaKOro MOJIX0Ja
3aKiro4aeTcs B ToM, uto UM He ycraer, HE JOMycKaeT OMOOK, MOJCTpauBaeTCs
noJ cobeceqHUKAa IO HMOLMOHAIBHOMY KOHTaKTy, XOpPOIIO CYHUTHIBAET
IICUXOJIOTUYECKUI MOPTPET Mosib3oBarens. IIpu 3TOM kepTBE OTNPABISAIOTCS HE
Kakue-To MabJioHHble (pa3bl, a MNPUMEHSIETCS HACTOAIIMNA WHIAMBUIYAJTbHBIN
MOJIXOJI, KOTOPBIM IO3BOJSET JOCTHUYH BBICOKOTO YPOBHSI WMJUIFO30PHOW CBS3M U
onm3octu. Bee 310 ychimuisier OQUTENbHOCTh YEJIOBEKa, MOCIE YEero ero mpocsrT,
HaIpUMEDP, BIOKHUTH CPENICTBA B (PMHAHCOBYIO MUPAMUIY, KYIIUTh KPUIITOBAIIOTY

10
H TakK gajacc .

Paccmorpum mpuMep. MyKunMHE NTPHUIIUIO COOOINCHHWE B JIMYHBIM YaT B
COLMAIBHOM CEeTM OT HE3HaKoMoW eMy JeBymikd. OHa 3agana BOMpPOC
OTHOCUTENHHO A((PEKTUBHOCTH METOJIOB pabOThI OJHOTO W3 KOYY-TPEHEPOB, Ha
KOTOpPOTO MYyX4yuHa Obul monanucaH. [lomydyuB OTBET, JEBYIIKAa AaKTUBHO
noJjiep>kajia pa3roBop B yaTe, 3ajaBajia BOIPOCHl O X000, O MyTEIIECTBUIX, 00
OTKPBITUM COOCTBEHHOTO Ou3Heca. YUepe3 HEKOTOpOE BpeMsl MYXKYHHE OBLIO

HaIIpaBJICHO roJI0COBOC COO6HICHI/IG, O4YCBHIHO, JJI CO3aaHuA Ooiee

10 (JTio60BHAs nepenuckKa ¢ 60TOM»: Ha POCCUSH OOPYIIHINCH TOHHBI «POMAHTHUYECKOTO CKaMay
//Tazera.PVY.10.11.2025.URL:https://www.gazeta.ru/social/news/2025/11/10/27144032.shtml?ys
clid=mj5rmkver507205716&updated
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JIOBEPHUTEIILHON KOMMYyHUKaru. [locteneHHo Tema pasroBopa mepemnnia B chepy
cTaBOK Ha (yTOO0JIbHBIE MaTyu. JleByIIKa cOO0IIMa, 4T0 001a1aeT HHCANIEPCKOM
uHpopMaluel, MO3BOJISAIOIIEH JIerko 3apaborarh. [lanee oHa mnpucnana eme
HECKOJIBKO TOJIOCOBBIX COOOIIEHHI O TOM, YTO OHA pEIIMach CAeNaTh CTaBKH, a
TAK)K€ CKPHUHILOTBHI, MOJITBEPXKAAIOLIME €€ BBIUIPHILI, B pa3bl IPEBBIMIAIOMINAN
cTaBKU. My’K4MHa MOHSJI, YTO 3TO ONacHoe OoOILIeHue U IpekpaTui ero. Hecmotps
Ha JTO cobOeceqHUIa NPOAODKUATIA HAMpPaBIsATh COOOIICHHSA, B YaCTHOCTH,
npucnana (ororpadguio ¢ OOHOBKaMU B BUAE CMapTPOHA IMOCIETHEH MOJenu,
KYIUIEHHBI Ha YyKa3aHHbIA paHee BbUrphIill. [locime 3Toro myskumHa J00aBHII

co0eceTHUIy B UEPHBII CIIMCOK U OOIIEHHE MPEKPATUIIOCH.

IIpaBuia 6e3onacHoCTH

He noawv3yitmecy nezauwjuuieHHbIMU 0€CHPOBOOHBIMU cemamu!

«37ble ABOMHUKKW» — 3TO MOYTH BCErJa HE3aUUIICHHBIC MOJKIIOUECHHUS.
3I0YMBIIUIEHHUKN PAaCCUMTHIBAIOT HA TO, YTO IIOJIb30BATEllb HE 3HAET O
COIMYTCTBYIOLIMX PUCKAX U MOAKIIOYUTCS K MOANEIBbHON TOYKE JOCTYIIA.

He urnopupyiite npeaynpexxieHrue CUCTEMbl O O€30MaCHOCTU CETH. 32 HUM
MOKET CKPBIBAThCSl peasibHasi yrpo3a. Bmecto Toro, 4To0bl 6€31yMHO 3aKphIBaTh
YBEJOMIICHHE, YIEIUTE CEKYHY, YTOOBI OHITh, OT YEr0 OHO BAC 3aIMIIAET. DTO
MIPOCTOE JIEUCTBUE MOXKET MPEAOTBPATUTh YTEUKY JAHHBIX WIIH MOTEPIO JICHET.

3anpeTute ce0e¢ BBOAUTH JIOTWHBI, MAPOJIM W JIaHHBIE OAHKOBCKUX KapT B
nyosmuHbix cetsix Wi-Fi. O1o 305o0toe mnpaBuio 1udpoBoi 0€30MacHOCTH.
[IpecTynmHHUKYN JIETKO TIEPEXBATHIBAIOT Takou Tpaduk. EquHCTBEHHAs rapaHTus —
MOJIHBIN OTKa3 OT aBTOPU3ALIMK B OJJOOHBIX YCIOBUSIX.

OO6s3arenbHO MOAKIIOUalTe MHOTO(MakTOpHYIO ayTreHTudukammio (MFA)
BE€3Jle, TJIe 3TO BO3MOXKHO. DTOT METOJ| 3allMINAEeT Balll aKKayHT B JBa U OoJiee
miara: HampuMmep, IMociie MapoJis HY>KHO BBECTHM OJHOPA30BBIM KOI U3 SMS wim
OpUJIOXKEHUs. OTO TMPOCTOM, HO KpaiiHe d¢dexkTuBHBIA Oappep A

3JI0yMBINLIEHHUKOB. He npenebperaiite 3Tol HACTPOMKOM.
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HeoOxomumo oOpamiate BHUMaHHE Ha aJpecHylo CTpoky. Ilpwu
UCTIONB30BaHuU MmyonuuHoro Wi-Fi 3axoquTe TONBKO Ha CAaMThl ¢ MPOTOKOJIOM
HTTPS (B nHauanme ajapeca CTOMT 3HA4OK 3aMKa). bykBa S o3Hauaer «secure»
(6e301macHO) — TakOe COCTMHEHHE 3alTUIICHO CKBO3HBIM MIM(GPOBAHUEM, KOTOPOE
CKpOET Balll JACUCTBHS OT NEepexBaTa. JTO HE TapaHTUs, HO CYIIECTBEHHO

CHMXKACT PUCKHU KOMIIPOMCTAIINN CBOUX NAdHHBIX.

He noooasaiimecv nanuke!

CaMoe rnaBHOE€ MNpPaBWIO, KOTOPOE MOYKHO NPUMEHHUTh KO BCEM BHJIAM
MOIIIEHHUYECTBa, OCOOCHHO B paMKaX MOJJEIKUA rojoca ¢ MPock0oil 0 JeHbrax
WM COBEPIICHUS JIIOOBIX CPOYHBIX JIEUCTBHM, JaXe €cClId TOJOC 3BYUYHUT Kak
«pOAHON» — 3TO HE mojjaBaThcs TNaHuke. llepBoe — HEOOXOAUMO TMOJIOKUTH
TpyOKY TpH TEPBBIX IOJIO3PEHUSX, BTOPOE — HEOOXOJUMO CaMOCTOSTEIHHO
MEpPe3BOHUTh 10 HOMEpy TeledoHa CcBOoeMy pPOJCTBEHHUKY WU JPYTY,
yKa3aHHOMY B TeJle(OHHOW KHUTE, [JIs yTOYHEeHHs WHPOpMalUUU U
JIOCTOBEPHOCTH. TpeThe — yuuThiBas criocooHoctn MMM kauecTBEHHO TO/1IEIIbIBATh
rojioc, PEKOMEHAYETCS B paMKax CBOEW CEMbH NPUAYMaTh KOJOBOE CIIOBO,
KOTOpOe OyIeT U3BECTHO TOJBKO Y3KOMY KPYTY JIUII, YTO MO3BOJUT Cpa3y MOHSTH,
KTO HaxXxOJUTCd Ha «TOM KOHIIE TPOBOAAa». OJTO CaMblii MPOCTOH U
rapaHTUPOBaHHBIN crnocob. YeTBepToe — 3amaiiTe JTUYHBIA BOINPOC, OTBET Ha
KOTOPBIN 3HAETE TOJHKO BBI M Ballld OJM3KHE, Hanpumep, « MBI e31UIn K JeayIIKe
Hume B nepeHio 3TuUM JietoM?» min «Kak 30ByT Hamry cobaky?». Ilpsmoro
orBeta MW Ha ngaHHBIE BONPOCHI HE MACT, TaK KaK OH HE BJAACET HAIIMMU

BOCIIOMHWHAHUSIMMU.

Coonrooaitme yugposyio cucueny!
BwMmecte ¢ Tem MBI caMH HE JTIOJDKHBI 1aBaTh BO3MOKHOCTh M kiIOHMpOBaTh
HalIll TOJIOC, I Yero Heo0X0AMMO COOJII0IaTh CIIEAYIONINE TpaBua;
° 3aKpBITh  JOCTYIl K CBOMM COLIMAIBHBIM CETSIM  (HACTPOUTH

IPUBATHOCTH TOJIBKO JJI ApY3€il);
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L4 HE€ BbIKJIaAbIBATH B OTKpBITBIﬁ AOCTYII CJICIIKKM CBOCIrO TroJjoca

(cTaTtychl B MECCEHIKEPAX, COLUATBHBIX CETAX, CTPUMAX).

Konumponupyiime ceoe amoyuonanvnoe cocmosanue!

basoBoe mpaBuio Oe3omacHOCTH — TpPHU TOCTYIUIEHUH HH(oOpManmu,
Hecylleil B ce0e MO3UTHBHBIE WJIM HEraTHBHBIE SMOLMH, TPEOYIOLIUE OT Hac
KAKUX-IMOO HEMEIJICHHBIX JIE€MCTBUI, Mbl JOJDKHBI MOHHMATh, YTO 3TO CKOpeEe
Bcero oomaH. B 3ToM ciryyae HEOOXOJUMO OCTAHOBUTHCS, NPUIIACUThH KOJUIETY,
npyra, OJU3KHUX JUIs1 00CYKJIEHUSI CUTYallH, CKOpPEe BCEr0 BaM Cpa3y MOJCKAXKYT,
YTO ATO BO3JICUCTBUE MOLIEHHUKOB. HyKHO BCerna noMHUTB, 4TO COTpyIHUKHU [1b
P®, Pocpunmonutopunra, ®Cb Poccun, ®HC Poccun Hukorga He OyayT
3BOHHUTH U TE€M 0O0JIE€ pelaTh BOMPOCHl «FOCYJAPCTBEHHON BaXKHOCTU» B PEKUME
Teae(OHHOr0 3BOHKA. YUWThIBasg aKTHUBHOE wucnojb3oBanue MU B cOope
uHGOpMaIlMU O HAC, B TPAMOTHOCTH COCTaBJIEHUS IMUCEM U B TOM, YTO MOJO00HOTO
poJla 3BOHKH COBEpUIAIOT CIEHHATbHO OOY4YEHHBIE JIFOJM, CIIOCOOHBIE 3amyraTh U
BBECTU YEJIOBEKA B CTYHNOp M HECTAOUJIBLHOE SMOIIMOHAIBHOE COCTOSHUE, TO Ha
IIEPBOM MECTE€ HallUM TJIABHBIM OpYXHEM MOXET CTaTb TOJIBKO Hala

6):[I/IT€JIBHOCTB N KPUTHICCKOC MBIIIJICHHC.

Omcekaitme nooo3pumenvHovle KOHmaxmul!

OHNaliH-3HaKOMCTBA — B HACTOSIIIEE BPEMsI OYE€Hb PA3BUTBII MHCTPYMEHT
JUTSL PACIIMPEHUs] Kpyra OOIIEHUS, B CBS3U C YEM OTPAHHYUTH CEOS B IIEJIOM OT
TaKOTO HMHCTpyMEHTa ObUIO Obl HempaBWIbHBIM. Ho, eciu B mepenmucke BAPYT
BO3HUKACT PasroBOp IPO JEHBIH, CTaBKH, KPHUIITOBAIIOTHI M TOJOOHOTO poja
CJIOBa, PA3roBOp HYXKHO TMPEKPaTUTh HEMEIJIEHHO pa3 M HaBCErla, Belb C
BEPOSITHOCTHIO 99% 3TO MOmEHHUKHU. POMaHTHUECKHIT CKaM — 3TO J0JIrasi urpa Ha
JIOBEpHUH, TA¢ (PMHATBPHOM CTAaBKOM SBIISIOTCS BaIllK JCHBIM, a pa3MEHHONH MOHETOM
— Balld 4YyBCTBA. MOIIICHHUKA — TAaJIAHTJIMBBIC TICUXOJIOTH, a COBPEMEHHBIC
TexHoJoruu, Takue kak M marot M HeOBIBaIbIC BO3MOKHOCTH JJISI MAaCCOBOCTH U

yOeIUTEeTLHOCTH.
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Bam rmaBHBIM IIMT — KPUTHYECKOE MBIIUICHUE KO BCEMY, YTO BUIUTE U
CHBIIIUTE, a Takxke mnpaBuio: «HWKakux AeHer, HH NOoJ KaKuM MpeaIoroM
YEJIOBEKY, KOTOPOTO HUKOTJA HE BUJIEI BXKUBYIO».

Ecnu BBI nm Bain 3HAKOMBIN CTaJIA )KEPTBOM, BAKHO MPEKPATUThH OOIIICHHUE;
HE BUHUTb ce0s; 3a0JOKMpOBaTh MOIIEHHUKA; B CiIy4ae HEOOXOJIUMOCTHU

C006HII/ITB B IIPABOOXPAHUTCIILHBIC OPTaHbI U AAMUHHUCTPAITHUIO HHaT(i)OpMBI.
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Pa3nen 2. BepooBka nponmnepos ¢ npumenennem MU

Texnonoruun He ctosAT Ha mecte. [Ipu 3TOM y KHMOEPMOIIEHHHKOB, KaK U
OpexXJe, HACyIIHbIM BOIPOCOM  SABJISETCS BBIBOA WIM  OOHaJIM4YMBaHUE
MOXUIIEHHBIX CPEACTB. s 3TUX LeNell MOLIEHHUKHU TO-IIPEXKHEMY MTPUBIICKAIOT,
KaK MPaBUJIO, MOJIOJBIX JIFOJIEH, KOTOPBIX MPUHITO HA3bIBATh APOIIAMH.

JIpom — 3TO0 MOCPEAHUK MEXKAY 3J0YMBIIIJIEHHUKAMH U UX KepTBaMH. Jlporm
BBITIOJIHAET JOCTAaTOYHO TMPOCTYIO (YHKIHMIO: TPUHUMAET HAa CBOM CYET
MOXUIIEHHBIE JEHbBIU U TEPEBOAUT WX CIEAYIONIUM YYAaCTHUKAM CXEMbI JIHOO
CHUMAET HAJIWYHBIE CpPEACTBA M NEPEAACT MX CBOMM KyparopaMm C YYETOM
HeOonpo komuccuu. Eme oIuH BapuaHT cTaTh JpoOmoM — OQOPMHUTH
OAHKOBCKYIO KapTy M IepelaTb €€ BMeCTe€ C JOCTYIOM K OHJIalH-OaHKy
3JI0YMBIILICHHUKAM.

Croutr OTMETUTh, YTO APOMAMU MOKHO CTaTh CIy4ailHO, a MOXHO U
HaMepeHHO. [Ipu 3TOM MoIloABIe JIOOM HE OCO3HAIOT, YTO TAK WA MHAYE OHU
ABJISIFOTCSI COYYaCTHUKAM yroJjioBHOro rnpecryruienusd. Ecnu B 2024 rony B PO He
OBLJIO OTHENTBHOM CTaThU 3a ApomnmnepcTBo, TO B 2025 romy cuTyauus KOPEHHBIM
oOpazoM wu3MeHWIach, Tak Kkak mnpesuaeHt PO B.B. Ilytun mnoanucan
dbenepanbhbiii 3ak0H Nel76 @3, KOTOPHI BBOJUT YTOJOBHYIO OTBETCTBEHHOCTH 32
JIPONIIEPOB — TMOJCTABHBIX JHI, KOTOPHIE MOIICHHUKU UCIOJIb3YIOT A
oOHanmu4MBasi WM TEPeBOJa YKPAJACHHBIX JCHEXKHBIX cpeAcTB. Jlanupii D3
BHOCUT H3MeHeHus B ctaThio 187 YK PO «HemnpaBoMmepHblii 000pOT CpeicTB
IJIaTeXxen», B KOTOPOM HAKa3aHWE 3aBUCUT OT CTEINEHH Yy4acTUs B CXEME.
OtnenbHOE BHUMaHUE CTOMT OOpaTuTh Ha ciemayromuii myHKT: «IIpuobperenue
100 nepeavya KapThl JIMLIAMU, HE SIBSIOIIMMHUCS KJIMEHTaMU OaHKa» — 3a JaHHOE
HapyIIeHUEe TPAKIAHUH MOXKET OBITh JIMIIIEH CBOOOJBI CPOKOM JI0 IIECTH JIET C
BBITIATON 1ITpada. ITO BaXKHO 3HATH, BEb, KaK M3BECTHO, «HE3HAHUE 3aKOHA HE
OCBOOOXK/Ia€T OT OTBETCTBEHHOCTH». lIpu 3TOM, eciu HapylleHHUE COBEPILUI
HECOBEPIIICHHOJIETHUI, TO 3a €ro NeWCTBHsl OyayT OTBEYaTh POIUTENH WU

3aKOHHBIC IIPCACTAaBUTCIIN.
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K coxanennto, cratuctuka yapydaromas: mo csenenuem Llb P®, gucno
KJTHEHTOB-JIPOIIOB B POCCHHCKNX GaHKaX mpeBbIcKIo | MiH uenosek' . Boree Toro,
perynsarop cooOmaet, yto nopsjaka 20% rpaxnuaH, BOBICUEHHBIX B JPONIEPCKUE
CXEMBbI, SBJISIIOTCS IOAPOCTKAMH, OYEBUAHO HE OCO3HABas CEPbE3HOCTH
MOCJICACTBUI CBOUX NEUCTBUM. 12

Jpomnmepsl  ABJISIFOTCA ~ BaXXHBIMU  3BEHBSIMM  IIPECTYIIHOM  LIETIOYKH
Jerajn3alii JECHEXKHBIX CPEJCTB, MOJYyYEHHBIX HEMPaBOMEPHBIM CHOCOOOM, B
CBSI3M C 3THM MX MO>KHO TaK’K€ IIPUBJIEYb K YTOJIOBHON OTBETCTBEHHOCTH B PAMKax
ctatbu 174 YK P® «Jleranuzanusi (OTMbIBAaHHE) JEHEKHBIX CPEJCTB WU MHOTO
UMYILIECTBA, MPUOOPETEHHBIX IPYTUMU JHULAMH HPECTYIHBIM ITyTEM.

JIpOmIepoB YCIOBHO pacHpeiessiloT Ha TPYIIBl B COOTBETCTBUH C
BBINIOJIHAEMBIMU (DYHKIUSMU:

o 3Q1UeWIUKYU — TIPUHUMAIOT HAIWYHBIE OT IIPECTYIHHUKOB, 3aYUCIISIOT
UX Ha JINYHBIA OAHKOBCKHI CYET M OTIPABISAIOT Jajbllle APYTUM YYaCTHHKAM
CXEMBI;

o MPAH3UMHUKYU — TIOJTy4YaloT [IEPEBOJIbI Ha CBOIO 0AHKOBCKYIO KapTy U
NEPEHAIPaBISIIOT UX Ha CTOPOHHHE CUeTa JIMOO 3JIEKTPOHHBIE KOLLIEIbKY;

o 00HaANbUWUKU — CHUMAIOT HaJUYHbIe JEHbIM B OaHKOMarax M
MEPENAOT UX OPTaHU3aTOPaM MPECTYIIEHUN.

Oco0oe BHUMaHHUE CTOUT yAETUTh BEpOOBKE JPOIIIEPOB C yUETOM Pa3BUTHS
takux WMU-anroputMoB kak Helpocetn U NLP (Anroputmsl  00paboTKu
ecTecTBeHHOTO s3bika — Natural Language Processing). IMEHHO OHU MO3BOJISIIOT
3JIOYMBILUICHHUKaM ObICTpee HaXOAUTh MOIXOJIIIMX Ha 3Ty pOJib JIIOJEH,
MOCKOJIbKY ~ TIOMCK  CTAaHOBUTCSL ~ 0oJiee  yMHBIM,  TapreTUPOBAHHBIM.
Beimeynomsanyteie M-anropuTMbl CKaHUPYIOT OTKPBITBIE UCTOYHUKHU (COLICETH,
(bopyMbl, MapKeTIUIeHChl) AJI MOUCKA YA3BUMBIX TPYII: JIIOAEH ¢ (PUHAHCOBBIMU

TPYJAHOCTSIMHU, CTYJIEHTOB, 0€3pabOTHBIX, UIIYIIUX OBICTPBINA 3apabOTOK, WA TEX,

" Yyiero kmeHTOB-IpoIIoB B poccHiickix GaHKax mpeBbIckiIo Mimumon/PBK.26.09.2025. URL
-https://www.rbc.ru/finances/26/09/2025/68d69¢149a79472¢16862106?ysclid=mj640dqn50530339087
12 b coobmpan o 1051€ OAPOCTKOB Cpe/ii yIacTHUKOB Jipormiepckux cxem//L[b Pd.08.12.2025.
URL:https://www.rbc.ru/rbefreenews/693680139a794771253137¢2

20


https://www.rbc.ru/finances/26/09/2025/68d69e149a79472e16862f06?ysclid=mj640dqn50530339087
https://www.rbc.ru/rbcfreenews/693680f39a79477f253137c2

KTO BBIpaXaeT HEIOBOJbCTBO paboroil u mpounx. Taxxe WH-anroputmbl
CHOCOOHBI OLIEHUTh TCUXOJIOTMYECKUN MpOo(Uibs MOTEHLIUATBHOTO COTPYIHHUKA:
aHAJIM3UPYIOTCS JIalKU, MOCTHI, CTWJIb OOLIEHUs, YTOOBI OIpPEAEIUTh YPOBEHBb
BHYIIIAEMOCTH, CKJIIOHHOCTb K PHUCKY, OTYasHHE WM QJIYHOCTb. DTO IO3BOJSET
CTPOUTh MAKCHUMAJIbHO NEPCOHAJIU3UPOBAHHBIE IOAXOABI K IIOMCKY HYKHBIX
JTIOIEN.

Kak mpaBwio, mnepBbIi KOHTAKT C MOTEHUHUAIBHBIM  APOIIIEPOM
YCTaHABIMBAIOT HE JIOAM, a npoaBuHyThle MM yaT-00THI, COCOOHBIE BECTH
JUIMTENIbHbIE, €CTECTBEHHbIE Oecellbl Ha pa3HbIX s3blkaxX. MHOTA MCIONB3YHOTCS
nunerk-aBaTapbl (BUACO3aMUCh WM OOIIEHHE B PEATbHOM BpPEMEHM) MJIs
CO3JlaHUs JIOKHOIO J0Bepus, Hanpumep, mnpencrasuresns HR-arenrcrBa winm
YCIEIIHOTO CIIEKYJISIHTA akIUsAMH. Ecim ke auanor Bener caMm 4enoBek, To MU
IIOZICKA3bIBAET €MY, YTO HY)KHO OTBETHUTb HA TOT WJIM MHOU BOIIPOC COMCKATE,

HaIlpUMCpP, O 3aKOHHOCTHU HOTCHI.[PIEU]LHOﬁ pa60TI)I.

PazbepeM HekoTOpBIE TPUMEPHI BEPOOBKHU APOITIEPOB.

«Ilpocmasa noopadbomkay. CTaplIEKIACCHUK pEIIM 3apaboTaTh CBOU
NepBble JIEHbI'H, HAa TpocTopax ceTh HWHTEepHET OH YBHUIET 3aMaHYUBOE
oObsBICHHE O paboTre: oOpa3oBaHHe HE TpeOyeTcs; OmbIT paboThl HE TpeOyeTcs;
paboTa M3 J0Ma HECKOJIBKO 4acoB B J€Hb. [, HaKkoHel, IJIaBHOE YCIIOBUE —
HajM4re OAaHKOBCKOW KapThl HIIM JIOCTYM K OHJIaH-0aHKy. HeTpynHo moramatbes,
0 4eM HJET peub B Moj00HOM moapadboTke. Mcronb3ys oTpaboTaHHbBIE JIETEHIHI,
MOIIIEHHUKH YOEXKJIal0T HHUYEro He TMOJ03PEBAIOIIUX JIIOJACH, dYallle BCEero
MOJIOJI€Kb, COBEPIIATh MEPEBOABI WIIM MPEIOCTABISITh JOCTYNl K CBOMM CYETaM.
Takum 00pa3oMm, KEpPTBbI, HE OCO3HABAas HUCTUHHOW CYTU MPOUCXOJSIIETO,
CTAHOBSITCSl COyYaCTHUKAMU MPECTYMHBIX ONEpaIUi.

«Ouiuobounviit nepegody. llo-npexxHeMy akTyallbHas CX€Ma Ha TEKyLIUH
neHb. JlaHHas yJoBKa paccuMTaHa Ha HEBHUMATEIBHOCTh U JOOPOCOBECTHOCTH
monei. Bac BBOISAT B 3a0yKIeHUE: MOCIE «CIIy4ailHOTO» TEPeBojia CPEACTB Ha

CUCT IIOCTYyIIA€T 3BOHOK C HpOCB6OI>i 0O IoMomyd MW BO3Bparc JCHCI Ha
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«TPABUIBHBIN» CYET. BaXHO NOMHUTBH: BO3BpAIlaTh IUIATEK 110 YKa3aHHBIM
3JIOyMBIIJICHHUKOM PEKBU3UTAM — 3HAYMUT CTaTh COYYAaCTHHUKOM IPECTYIUJICHHUS.
EnMHCTBEHHO BEpHOE pEIIEHHE — HE3aMEJUIMTEIBbHO CBA3aTbcs C OaHKOM U
JEWCTBOBATH I10 €r0 HHCTPYKIUSAM.

«Aomunucmpamop nomepeuy. CyTb CXeMbl OUYEHb IPOCTA: BEPOOBILUK 1101
BUJOM paboronarenss HaHMMAeT 4YelOBEeKa Il  TEXHUYECKOM  paboThI:
pacnpeneneHus  JICHEKHBIX NPU30B  MEXKAY  «IOOCAUTEISIMH»  JIOTEPEH.
@dakTUUECKH HAHATHI YENOBEK (ApOMIep) CTAHOBUTCS KOHEYHBIM 3BEHOM,
KOTOPBIM JIETAaNU3yeT YKPAJEHHbIE Yy JPYTMX JKEPTB JEHBIH, IEPEBOIA HX
IIPECTYITHUKAM MOJI BUJIOM «BBIMTPBIIIEN». B peaabHOCTH NOCTYIHUBIIME HA KapTy
Jponmepa JIEHbI'M — 3TO CPENCTBA, COOpaHHBIE C JIECATKOB OOMaHYTBHIX JIOJAEH
(Hanpumep, uepe3 (PEHKOBbIE OHJIAH-Mara3uHbl, WHBECTULIMOHHBIE CXEMBI,
B3JIOMBI), @ KapThl «IOOEAUTENEH» — 3TO cUeTa APYrHX JPONIEPOB, MOJCTABHBIX
JUIl WIM HamnpsMyl0 MOLIEHHMKOB. Takum o0pa3oMm, Japonmep JApoOUT u
«OYMIIAET» TMPECTYNHbIA TOTOK, Jenas ero OTCIeXUBaHuEe JUisi OaHKOB H
IIPABOOXPAHUTEIIBHBIX OPTaHOB CIIOXKHEE.

«Coyuanvnvie cemuyn. Kax yxe coobmanocs panee, MM akTuBHO
OPUMEHSETCS Ui TapreTUPOBAHHOIO (1€JIEBOTr0) MOMCKA MOIXOISAIIMX JIIOJEH C
pEJIEBaHTHBIM IICUXOJOTMYECKUM YKIAZIOM. B KauecTBe mpuMepa MOKHO IIPUBECTH
MOMCK YEJIOBEKa, KOTOPbI B MOCTaX WM OOCYXIACHUSX >KAyeTCsl Ha HEXBATKY
JIeHeT, ulleT paboTy, cocTouT B rpynmnax tuna «lloapadborka», «bbicTpble 1eHbII»
W JIp. WIM aKTUBHO YYacTBYET B pO3bIrpbimax. Korga 4yenoBeK HaieH, eMy
MOCTYIAET COOOILEHHE OT aKKayHTa ¢ ¢oTorpadueil NMpuBIEKATEIbHON NEBYIIKU
Wi MyXuuHbl (dortorpaduu, pasymeeTcs, YKpaJCHbI), MPH OSTOM aKKayHT
BBITJIAJIUT KUBBIM: €CTh J0OAaBIE€HHBbIE Jpy3bs, 3arpykeHHble ¢doTorpadumu,
peniocTl. CoOOIIEHN MOTYT COJEPKATh MPEJIOKEHHSI 0 paboTe WK, HaIlpUMep,
O IIOMOILIX:

— «IpuBet! Buzaena TBoOil KOMMEHTapuii, 4YTO UIIEIb NOAPAOOTKY. MBI Kak pa3s

nmeM OTBCTCTBCHHBIX JIIOI[GFI JJIA YI[aHéHHOFO COIIPOBOKACHUA IaTeXel B
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COIMMANIbHBIX TpoekTax. OdunmanbHo He odopmiisieM, HO MWIATUM cpazy. Ecnm
MHTEPECHO, paccKaxy noapoodHee. [lumm crona...»

— «3npasctByiiTe! ObOpamatoch kK Bam kak Kk akTUBHOMY M, CyJlisd 1O Tpoduiiio,
aJIeKBaTHOMY 4eJloBeKY. Mbl coOupaeM cpeacTBa i AeTcKoro xocnuca. Hyxen
BOJIOHTEP Ha 2—3 yaca B JIeHb, YTOOBI ONEPATUBHO NPUHUMATh HEOOJIbIINE
noxkeptBoBanus ot joAeil yepe3 CBII u akkymynupoBaTh MX Ha OJHOM CUETE.
Ectb HebompII0€ BO3HArpaxkaeHne. ITO CHaceT Ku3HU. MoxkeTe moMoub?»

Jlanee, eciu 4eJOBEK OTBEYAET HA 3TO COOOIIECHUE, BEPOOBIIMKHI BOBJICKAIOT
€ro JIONMOJIHUTENBHO, Jeias AaKUEHT Ha JErajJbHOCTH padoThl, JETaIUu3Uupys
aerenny. CooOuieHne BepOOBIIMKA Ha NPUMEPE JIETEHAbl «AJIMHHHCTPATOP
TIaTeXe» IS cTpuMepa WK 0Jiorepa MOXKET BBIMJISACTh CISAYIONIMM 00pa3oMm:
«fl mponrocep momylsisipHOro crpuMepa. EMy MOCTOSHHO MOHATIT (XKEPTBYIOT
JIEHbI'H) 3pUTENH, HO, €CIU MOJy4YaTh BCE HA €ro KapTy, OaHK 3a0JOKUpYyeT CUér
M3-32 OCPOMHOIr0 KOJIMYECTBA BXOJSIIUX MEPEBOIOB OT pa3HbIX Jull. [[oaToMy MbI
pacripeiesisieM IMOTOK IO KapTaM acCUCTEHTOB. Thl Oyzenib moJjiy4aTh JOHATHI,
yaepxuBath 10%, a ocTajgpHOE TNEPEeBOJAUTHL HA HAIl OCHOBHOM Cu€r. MbI
npeaocTaBuM Te0e rpaduK U CKPUHILIOTHI U3 CTPUMA JIJISl CBEPKU».

[TogoGHBIE TPUMEPHI MOKHO MPOAOKATh OeckoHeuHO. OHU pa3HOOOPA3HBI
W yacTto 3aMaHuuBbl. OJHAKO HMU OJHA JIETaJlbHAasl OpraHu3anus He Oyner
MEepPEeBOJIUTh JIEHbI'M HEU3BECTHOTO TMPOUCXOXKJICHUS Ha KapTy CIy4alHOIo
YEeJI0BEKa M3 COLICETEH IS JAMbHEUIIUMX MAHUITYJISAUUN. Takue npeioxKeHus —

100% MOIIIEHHUYECTBO.

IIpaBuia 6e3o0nacHoCTH

[TomHuTE, 4TO 3a ydacTME B CX€Max JIETAIM3ALUU JCHEXKHBIX CPEIICTB,
TOOBITBIX TIPECTYITHBIM yTeM, B Poccuiickoit deneparyiu MOryT ObITh TIPUMEHEHBI
Cpa3y HECKOJIbKO CTaTel YyTOJOBHOIO KOJEKCA:

o 174 YK P® «Jleranuzanus (OTMbIBAaHUE) AEHEXKHBIX CPEACTB WIIU

MHOTO UMYIIIECTBA, MPUOOPETEHHBIX IPYTUMH JIUIAMHU MPECTYIHBIM ITyTEM;
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° 159 YK P® «MoIIEeHHHYECTBOY;

o 187 YK P® «HenpaBomepHbIii 000pOT CPEICTB IIATEKEN».

Bce 3T0 roBopuT 0 TOM, 4YTO HAPONIIEPCTBO — OTO BCE K€ HE (WIETKUU
3apaboOTOK», a YroJIOBHO Haka3zyemas JeATEIbHOCTh, Kapaemas pealbHbIMU
CpoKaMu JIMiIeHus: cBoOOAbI. [Ipy 3TOM BbIIIEYyIOMSIHYTasl 3aKOHOaTeNbHAs Oa3a
IIO3BOJISIET NPUBJIEKATh K OTBETCTBEHHOCTH KAK OPraHU3aTOPOB, TaK M PSAIOBBIX
UCIIOJIHUTENEH,  KOTOpbIE  CBOMMH  JeWCTBUAMHU (Wi Oe3nelicTBHEM)
CIIOCOOCTBOBAJIM COBEPLIECHUIO MPECTYTICHUN.

BaxxHo mNOMHHTBH, 4TO HHMYEro OECIUIaTHOIO M JIETKOJOCTYIHOIro 0€e3
0oOpaTHOM CTOPOHBI MENAIM HE CYIIECTBYET, MO3TOMY JFOObIE MPEIJIOKEHUST O
pabore Cc AKOObI JIETKUM M OBICTPBIM 3apaOOTKOM JIOJKHBI OCTaBaThbes 0e€3
BHUMaHMs. [Ipm 3TOM Ha npumepax, NPUBEICHHBIX BBIIIE, Mbl BHIUM, YTO
pasroBop B COLMAJIbHOM CETH MOXET HAdaThCsl C HENPUHYXKICHHOW Oecensl,
IUIABHO TI€peTeKarolield B HEOOXOAUMOCTb MPENOCTABICHUS NEPCOHAIBHBIX
JAaHHBIX, B TOM 4YHCIIe, CBEJICHMM O OaHKOBCKOM KapTe, WJIM BOBCE Iepeaaue
JAHHBIX, HEOOXOAUMBIX JIJISl AOCTYNa B OAHKOBCKOE MPUIIOKEHUE TPETHUM JIULAM.

Ecnu Bce ke cyyninock Tak, YTO Bbl OOHAPYKUJIU IPU3HAKK BEpOOBKH, TO:

1. HEMEJICHHO MPEKPATUTE BCE KOHTAKTBHI;

2. HUYEro He nepesoaute. Eciu BaMm yxe IepeBenu AEHbIM, HU B KOEM
CJIyyae He CHUMAaWTE U HE NIEPEBOUTE UX JaJIbIIIC;

3. 3a05okupyiTe kapTy. Eciaum Bbl yke mepemaBaqd PEKBU3UTHI WITU
NOJTy4YaId OJ03pUTEIbHBIE TIEPEBO/IbI, TO3BOHUTE B OAHK U 3a0JOKUpYITE KapTy,
OOBSICHUB, YTO HA HEE MOCTYNUIIM COMHUTENIbHBIE CPE/ICTBA;

4. coxpaHuTte nepenucky. CaenanTe CKpHHIIOTHI NEPENUCKH, HOMEPOB
TeneOoHOB, peKBU3UTOB. OHU MOTYT MOHAIOOUTHCS MOJUIUY;

5. o0paTUTECh B IPABOOXPAHUTEIIbHBIE OPTaHbl.
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Pa3znen 3. AKTyaJibHble MOILIEHHUYECKHE CXeMbI

HCIMOJIB30BAHUSI KPAUIITOBAJIIOT

Hcropus kpunroBamoTel HaunHaeTcs ¢ 3 sHBaps 2009 rona, iMEeHHO TOTAA
OB creHepupoBaH MepBbI OJok cetu Bitcoin, koTopeiit B siHBape 2026 rojna
ormetus1 cBoe 17-metme. Korma-to kpunrtoBadioTa OblIa AKCIEPUMEHTOM,
KOTOPBIN CITYCTS TOJIbI CTAJ YaCThI0 MUPOBOTO (PMHAHCOBOTO CEKTOPA.

KpunroBantora npezacrasisieT codoit hopmy HUPpOBHIX AEHET. IMUCCHS, TO
€CTh HMX BBIIYCK U OOOpPOT, HE 3aBUCAT OT T'OCYJAPCTBEHHBIX MHCTUTYTOB WM
0ankoB. KpunroBamora (yHKIMOHHPYET Ha TaK Ha3blBaeMoi 0aze OJioKuelHa.
Tak kak KpUNTOBaNIOTa JACLIEHTPAIN30BaHa, TO €CTh HET E€IUHOro IIEHTpa
YIOPABJIECHUS, TO U UHPOpMaLKg 000 BCEX ONEpauusix C JAaHHbIMH THIIAMH BajtOT
pacrpeesieHa Ha MHOYKECTBE KOMIIBIOTEPOB 110 BceMy Mupy. [IpocTeiMu cioBamy,
OJIOKYEH MOKHO ceOe MPeACTaBUTh B BUE TaOIMIIBI C 3aIIUCAMU 000 BCEX KOIja-
100 COBEPLIECHHBIX TPAH3AKIHUAX MEXKIY BCEMH YYACTHUKAMH, KOTOpas XpaHUTCS
Ha KaXIOM KOMIIBIOTEpE, MOAKIYEHHOM K ceTu. ClienoBaTeNbHO, IS TOTO,
yTOOBl CMOIIEHHUYATh W, HAlpUMEp, OTMEHUTh BUEpAIIHUI MEpeBOa APYTY,
OPUJIETCS TOJKIIOYUTBCS K KaKJIOMY KOMIIBIOTEPY U BHECTU HM3MEHEHMs B TOU
camMoi Tabiuue, a TOYHEEe TMOJHOCTBIO €€ IMepenucarb, 4YTO MPaKTUYECKU
HEBO3MOYKHO, TaK KaK B CETH OIPOMHOE KOJINYECTBO HE3aBUCUMBIX KOMITBIOTEPOB.

Coznanue (BbIMYCK) KPUITOBAIIOTHI CErOJHS OPraHU30BaTh TEXHUYECKH
JIOCTaTOYHO MPOCTO, MO3TOMY Ha Hadano 2026 roma HACUUTHIBAECTCS HECKOJIBKO
THICSY KPUNTOAKTUBOB. OJJHAKO OCHOBHBIMU KPUIITOAKTUBAMU BCE KE SIBISIIOTCS
Bitcoin, Ethereum, Tether, Binance Coin u apyrue, mOCKOJIbKY WMEHHO OHU
3aHuMaroT 85-90% Bcero peiHka. OctaBmmecs 10-15% — 3T0 mMpoekTsl ¢ OYEHB
MaJIeHbKOW KamuTalu3alueil, HU3KOW JMKBUIAHOCTBIO WJIM BOOOIE HEAKTHUBHBIEC.
MHorue co3narores Uil CIeKYJSIUHN, IIYTOK (MEMKOUHBI) WM KOHKPETHBIX Y3KUX
3ajay.

JloxonHocts Bitcoin 3a cyeT pocra €ro CToMMOCTH (peHOMEHaJbHa C

MOMCHTaA €ro OCHOBAHM:A, IIOCKOJIBKY B Ha4ajJIi€ CBOCTO IIYyTH OH CTOHJI MCHBLIIC 1
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nenta CIIA, a ero ucropudyeckuil UK MpuxoAusics Ha okTsAOpb 2025 roma — Ha
ypoBHe 126,2 Thic. noymapoB CIIA 3a OUTKOUH.

B nioObIX MHBECTHIIMSIX, B TOM YHCJI€ U C KPUINTOAKTHUBAMHU, Ba)KHO
MOHUMATh, YTO JOXOJAHOCTH B MPOIILIOM HE TapaHTUPYET JOXOJHOCTH B OyIyIIEM.
Hampumep, eciu paccMOTpeTh €ro MECSYHyr J0XOIHOCTh B 2025 romy, TO MbI
YBUUM, 4TO B T€UEHHE 6 MECALIEB €r0 CTOUMOCTb OblJIa OTPUIIATEIBHOM, IPU ITOM
BKHO OTMETHUTH €T0 BOJATHIHHOCTB: 0T —2,3% B Mapte 1o —17,67% B HOs10pe. B
pe3ynbTaTe K KoHIy 2025 rojga cToMMOCTb OWTKOWHA CHHM3WJIAch MouTd Ha 8%
OTHOCHTEJIILHO Havasa ssaBaps, 10 $87 160,08 Ha koHEI TOproBoro AHs 29 nekadops
TOro e roga’. Eciii MOCMOTpEeTh Ha €ro HCTOPHUYECKYIO BONATUIBHOCTD, TO OHA
COCTaBJIslJIa HA KOpOTKOM cpoke nopsiaka 10-30%, mociie pe3kux B3JETOB 4acTo
CIIy4aJIUCh KOPPEKLIUU U HA0OOPOT.

Bwmecte ¢ Tem B 2026 rogy OUTKOUH — OJIMH U3 CaMbIX MOMYJISPHBIX AKTUBOB
B MHpE, BCEPhE3 paccMaTpuBaeMblii (DUHAHCOBHIMU OpPTaHU3AIMIMHU M JIaXKe
rocynapctBamu: oT CanbBagopa u byrana no CIIA, roe chopmupoBanu
rocpeseps GuTKOMHA' .

Crout oOpaTuTh BHUMAHKUE, YTO IOMUMO KPUIITOAKTUBOB CYIIECTBYIOT €IIIe
nudpoBbie BaMOTH. B pasHbIX HCTOYHHMKAX WHGOPMAIMKU TOJ HHU(PPOBBIMU
BAJIFOTAMHU MOAPA3yMEBAIOT B TOM YHUCJIE W KPUNTOAKTHBBI. MBI K€ paccMOTpUM
JAHHBI TEepMHH Ha mpumepe LUPpPoBOH (HOPMBI POCCHIICKON HAIMOHAIBHON
BamoThl. [To cBenenusm 1{b P®, mudposoii pyoss — 3to nmudpoBas dhopma pyoss.
B nacrosimiee Bpemsi B Poccuu cymiecTBYrOT HaimuyHas (OaHKHOTHI M MOHETHI B
KOLIeNIbKax) U Oe3Hamn4Has (IeHbru Ha cueTax B O0aHkax) (opMbl HAIMOHAIBHOU
BaJIIOTHI, & B JIONOJIHEHWE K HUM MOsBUTCA enle u mudposas. [{udposeie pyodau

OyIyT XpaHUThCS Ha cueTax HU(PPOBOro pyois (LM(PPOBBIX KOIIEIbKaX) TpaxkaaH

]3063op pbIHKAa KpUNTOBAMIOT. [loueMy KpHUNTOBAMIOTHBIA PBIHOK 3aBeplIaeT IO B
munyce//Kommepcant.Musectunnn.30.12.2025.URL://http://www.kommersant.ru/doc/8335648?
ysclid=mjzuox1u5p49491307

' Burkonny ncronamtocs 17 ner//PBK.03.01.2026.URL://
https://www.rbc.ru/crypto/news/694ea0e39a79477{f9a91{40?ysclid=mjzu0a7095499260960

26


http://www.kommersant.ru/doc/8335648?ysclid=mjzuox1u5p49491307
http://www.kommersant.ru/doc/8335648?ysclid=mjzuox1u5p49491307
https://www.rbc.ru/crypto/news/694ea0e39a79477ff9a91f40?ysclid=mjzu0a7o95499260960

u opranmzaruii. Cuera nmudpoBoro pyosis, B CBOIO O4epeb, OyIyT OTKPBIBATHCS
Ha riatdopme banka Poccun, rae u OyayT coBepuiaThes onepanuu ¢ udpoBEIMU
pyonsimu. [Ipu sToM noctyn k cueram 1udpoBoro pydsis OyneT BO3MOXKEH uepes
MPUBBIYHBIE JTUCTAHIIMOHHBIC KaHAIBI: MOOWIBHBIC TPHIOKCHHS OaHKOB U
uHTepHeT-0anku . Mcxons W3 naHHON MH(OpPMAIMM Cpasy 3aMETHO IMepBOS
BOXHOE OTIWYME UEGPOBOro pyoOsisi OT KPUITOBAIIOTHI, KOTOpas, Kak YyxKe
COOOIIAIOCH paHee, SIBISIETCS ACIEHTPATM30BAHHON, TO €CTh €€ 000POT U SMUCCHS
HE KOHTPOJUPYIOTCS HM TOCyJapcTBaMu, HM OaHKaMH, 4ero HeNb3sl CKazaTh O
MU(POBBIX  BAIOTaX, KOTOPHIC SBISICTCS IIEHTPAIM30BAaHHBIMH, TO €CTh
MOJIKOHTPOJIBHBIMUA TOCYJapCTBaM W (DMHAHCOBBIM WMHCTUTyTaMm. [lommmo 3TOTO,
KpUIITOBAJIIOTAa BO MHOTHMX CTpaHax HE SBIAETCS CpPEJICTBOM IUIaTeXa Ha
3aKOHOJATEILHOM YPOBHE, a pPAacCMaTpPUBACTCS JIMINIb KaK aKTUB, HUMYIIECTBO,
TOBap.

KoHeuHo, BaHO OTMETUTh TaKOW Ba)KHBIN acMeKT Kak 0e30MacHOCTh C
TOYKH 3PCHHUS] aHOHUMHOCTH, BEb KPUTITOBAIIOTY MOKHO Ha3BaTh ICEBIOHUMHON
— OHa TPUBS3BIBACTCS K IMyOJMYHOMY aapecy KOIIeNIbKa, YTO, KOHEYHO K€,
MPUBJICKAET 3JI0YMBIIIJICHHUKOB. B TO BpeMs kak nudpoBoit pyOiib peryaupyercs
obszarenbHOM mporieaypoir KYC (Know you customer) minu «3Hail CBOEro
KIIMEHTa», 1EJbI0 KOTOPOM SIBISIETCS MPEJOTBPAIEHWE MOIIEHHUYECTBRA,
OTMBIBaHHMSI ICHET M (PUHAHCHPOBAHMS HE3aKOHHBIX JICHCTBHM.

[To HekoTopbiM HaHHbIM, B 2024 TOQy MNEpPEBOJbI HA KPUNTOKOIIEIIBKH,
CBSI3aHHBIC C MIPECTYMHOMN JesATeNbHOCThIO, cocTaBmin 0,14% ot Bcex OmokueiH-
TpaH3aKlHi, FOJOM paHee A3Ta JO0JISI COCTaBJsIa 0,61%16. Bmecte ¢ tem, 1o
CBEJICHUSIM JTOTO K€ HWCTOYHHMKA, COOOIIAETCs, YTO MHOXKECTBO MPECTYITHBIX
TPYNIIUPOBOK, B TOM YHCJIC TPaHCHAIIMOHAJIbHBIC OPraHU30BAaHHBIC MPECTYITHBIC

IPYNIUPOBKM, BCE Yalle MCIOJb3YIOT KPUNTOBAIKOTY IS  COBEPIICHUS

' Iudposoit py6us//LIb P®.24.12.2025. URL:// https://cbr.ru/fintech/dr/

' Bonee $40 MIpa B KPHITOBAMIOTAX GBLIO TIONTYYEHO He3akoHHO B 2024 romy//PBK.16.01.2025.
URL.://https://www.rbc.ru/crypto/news/6788d1249a7947¢7393ae148?ysclid=mkOvvqopej80973
3382&from=copy
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TPAJAMIIMOHHBIX TPECTYIICHUH, TaKUX KAaK HE3aKOHHBIH 00OpPOT HApPKOTHUKOB,
a3apTHBIE UTPbI, KpaXka MHTEIIEKTYalIbHOW COOCTBEHHOCTH, OTMbIBAHUE JCHET.

OTtaenbHOE BHUMAHKUE CTOUT YIEIUTh (PMHAHCOBBIM MUpPAMUJAM B IIEJIOM U
C MCIIOJIb30BAHUEM KPHUIITOBAIIOTHI B YACTHOCTU. Tak, mo cBeneHusm L[b PO, B
saBape — uioHe 2025 roga bank Poccum BbisiBril 4183 cyObekTa (KOMIIAHUM,
MPOEKTOB, WHAMBUAYAJIbHBIX MpeANpUHUMATENIEH W Jp.) C [pU3HAKaMU
HEJIETAIBHOMN NeATEIbHOCTH, B TOM YHKCJe, ¢ IPU3HAKAMU (PUHAHCOBBIX MUPAMHU/I.
Oto noutu Ha 20% Oosblle, 4YeM 3a aHAJIOTHYHBIA MEPUOJ] MPOILJIOro rojia, HO Ha
24% MeHbIIE IO CPaBHEHMUIO CO BTOpbIM mnoayromueM 2024 ropa. IIpomomxaer
YBEIUYHUBATHCS J0JS MOIIEHHUYECKUX MPOEKTOB, UCIIOJIb3YIOIINX KPUITOBAIIOTHI
U KakK Croco0 MpUBIICYEHUS CPEJICTB IMOJIb30BATENCH, U KaK aKTHUB, NHBECTHUIINH B
KOTOPBIif TapaHTHpYIOT ObIcTphIil moxoxn' . Takxke LIB P® coobmaert, uto Ha (oHe
CHW)KCHHUSI JIOBEpUSI K WHBECTUPOBAHUIO B HMHOCTPAHHBIE IIEHHBbIE OyMaru
MOIIEHHUKU CTalld aKTUBHEE BOBJIEKaTh 3aMHTEPECOBAHHYIO ayJAUTOPHUIO, B
OCHOBHOM M3 COILICETEH, K UTPE Ha pa3HULE KypCOB KPUNTOBATIOT. OUEBUAHO, UTO
U 3]1€Ch 3JIOYMBIIIJICHHUKH JIJIs1 OOJIBIIIEr0 OXBaTa MOTCHIIMAIBHBIX JKEPTB aKTUBHO
ucnone3yoT MU, nmomoraronmil HaWTH MOAXOIAIIMX HA 3Ty pPOJb JKOJIECH Ha
npoctopax cetu MHTepHeT (ceTeBble WIPHI, COIMAJBHBIE CETH, KaHallbl B
MeCCEeHKepax, TeMaTuieckue GOpyMbl B mpoyee).

durHaHCOBAas PEATbHOCTh MOJIOABIX JIFOAEH PaJUKaIbHO OTJIMYAETCA OT
ombiTa X pomuTeneil. Ha cmeny odepensm B OaHkax M OOMEHHUKAaX MPHUIILTH
HECKOJIbKO MKOHOK Ha cMapTdone. s MHOTMX Tenepb KPUNTOKOLIEIEK, Ta WU
WHas CcoUMajgbHas CETh/MECCEHDKEep, MAapKETIUIEHChl — BCE 3TO  CTajo
€CTECTBEHHOM CpEIOoM, TI€ WHBECTULMU CTAHOBATCA PYTHUHOM, a OIEepaluu ¢

LII/I(l)pOBBIMI/I AKTUBAMH — HC CJIO)KHEC YCTAHOBKH HUI'PLI.

' MporuBoseiicTBre HeleraabHON JesTeNbHOCTH Ha (GrHaHCOBOM phiHKe//LIB P®. 05.08.2025.
URL.:// https://cbr.ru/analytics/inside/2025_1/
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PaccMOTpUM HEKOTOpBIE CXEMBI C HCIIOJIB30BAHUEM KPUNTOAKTUBOB U 1.

«Mowennuueckuii p2p mpeyzonvnuk». Ha OHIalH-III0IMIAKE 110 IPOJAKE
OBIBIIMX B YINOTPEOJEHUU TOBAPOB, B COIMAIBHOW CETH WJIH MECCEHIIKEPE
MOIICHHUK pa3MellaeT OOBSBIEHUWE O TMPOJAKE YEro-inbo, HampuMep,
cMapTQoHa, MO IeHE, KaK MpaBWio, HUXE pblHOUYHOM. JKepTBa cornamraercs
OIUIATUTH TOBAp, 3[€Ch U IMPOUCXOJUT CaMblid BAKHBII MOMEHT: BMECTO CBOHUX
PEKBU3UTOB MOIIECHHHUK TMPEIOCTaBIISIET PEKBU3UTHI peer 2 peer (p2p) Tpeiaepa
KPUINITOAKTUBOB. B 3TO k€ BpeMs MOIIEHHUK OTKPBIBAET OpJEpP Ha MOKYIKY
KPUIITOBAJIIOTHI y Tpelepa Ha OMpike, a MOKyIaTesb, NEPEBOIS ACHbIU TPEUIEpY,
YBEPEH, YTO MEPEBOAUT JIEHbIU MPOAABIy 3a TenedoH. B pe3ynpraTe mokymnaresnb
ocraercsi 0e3 JeHer W TeneoHa, MOLICHHUK Ha CBOW CUET IOJIy4aeT MEepPEeBOA
KPUIITOBAIIOTHI OT Tpeiaepa, a TOT, B CBOIO O4Yepedb, HUYErOo HE IMOA03peBas,
NOJIy4aeT yIrpo3y MOINACTh IOJ YIOJOBHOE IPECIEIOBAHHUE, €CIM IOKYIATElb
IIOJIACT COOTBETCTBYIOLIEE 3aSBICHUE B ITOJIMIMIO, IOCKOJBKY MMEHHO Ha €ro
KapTy MNOCTYNWIHM JIEHEXKHbIE CpEeICTBa OT mnorepneswero. Pasymeercs, amns
OOJBILIETr0 OXBaTa 3JIOYMBIIUICHHUKA AakTUBHO mpumenstor MU, nockoiabky
CErOJHSAIIHUE TEXHOJIOTMH 1M03BOJs0T MW BhICTpauBaTh anropuTMU3HPOBAHHBIMN
JAAJIOT C MOTEHUMAIBHON KEPTBOM, C YUYETOM OTBETOB mocieaHen. Kpome toro,
WU ciocobeH BecTu IUajord cpady ¢ HEOrPaHUUYEHHBIM KPYTOM JIMII.

JUIsi MUHUMU3ALMA PUCKOB CTOUT HMCIOJB30BaTh TOJBKO H3BECTHBIE P2p
wiatropmMbl U CIEAUTh 3a PEUTMHTaMU KOHTpareHToB. Takke >KelaTesIbHO
BBIOMPATH CHEJIKU C MOMYJISIPHBIMH CITOCOOAMHU OIUIATHI, T/I€ JIETKO MOJITBEPAUTH
TpaH3akiuio. [IpogaBiam TOBapoB ke Jyyllle MOJIb30BaThCS COOTBETCTBYIOLIMMU

IMPOBCPCHHBIMHA U N3BCCTHBIMU HHaT(bOpMaMH.

Cxam SQUID kpunmoeantoma. Toxen Squid ObLI CO3/1aH B KOHIIE OKTSAOPSI.
Pa3zpaboTunku oberianyu, 4To ero MO>XKHO OyAET KCIOJIb30BaTh B OHJIAWH-UTPE TIO
OJTHOMY OYCHb IMOMYJIIPHOMY cepuany. Bcero 3a JBa JHS KpUIITOBAIIOTA
aHoMasnbHO BbIpocia Ha uenbix 44 000%. O6 3TOM mucanu KpymHbIe MHUPOBBIC

CMMU. K 1 Hos16pst Squid yxe cTomta 2860 mposapoB 3a MITYKY, a JHEM OHA PE3KO
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obecueHmnack a0 Hymd. CaldTt u  couceTd pa3pabOTUMKOB  OKa3ajHCh
3a0JI0KMpOBaHbl. Bcero MOIIEHHUKY BBIBETU CBBIIIE 3 MIIH J0JJIapOB, B BaJIOTY
BIOKWIACh Ooibime 40 000 dwemoBek' . KpPHITOMHBECTOPOB MOKHO OBLIO
HAaCTOPOXKUTh MHOIO€: HEBO3MOXKHOCTh MPOJATh JaHHBIM TOKEH, OTCYTCTBHUE
JUCTUHTA (pa3MeIleHus1) TOKeHa Ha KPYINHBIX W M3BECTHBIX KPHUMNTOOMPIKAX,
HaKOHEIl, TpaMMaThyeckue u opporpaduyeckre omoKy Ha cailTe MpoeKTa.
BaxxHO MOMHUTB, 94TO TOMOOHBIX MPOEKTOB MOXKET OBITH MHOTO, ITOATOMY
nepeja TeM, Kak peliuTh MPUHUMATD JIM B HUX y4acTue, He0OX0AUMO MOITYYUTh Kak

MOXHO OoJblIIe 10001 nHDOpMaIIMK, B TOM YKCIIE 00 UX CO37aTesX.

Qunancoeana nupamuoa Bitconnect. Bitconnect — BeEpoOsSTHO, OJUH U3
CaMbIX NeYaJIbHO M3BECTHBIX M MACIITAOHBIX KPUIITOBAIIOTHBIX CKaM-IPOEKTOB B
ucropuu, aericrBoBaBmmi ¢ 2016 mo 2018 roasl. OH ObUT KIIaCCHYECKOM
¢dbuHaHCOBOYM TUpaMuUAON C 3yeMeHTaMu [1oHIM, UCKYCHO 3aMacKUPOBAHHOM MO
WHHOBAIIMOHHYIO KpunToruiatdopmy. MHBecTopam obOemain acTpOHOMHYECKYIO
npuObUTF TMPU MHUHUMAJIBHBIM PHUCKaX, TaK KaK BO TJIaBE yrJia SKOOBI CTOSJI
TOPTrOBbIA pOOOT Ha 0a3e HCKYCCTBEHHOro uHTe/iekTa. OHako cepiaueM
nupamMubl ABIsIach pedepanbHas mporpamma: MpUriiamas HOBBIX YYaCTHUKOB,
uHBeCcTOp moiydan 7—15% or ux BkiamoB, moMuMo obOemianHoro 1% B JeHb.
JleHbr'd HOBBIX MHBECTOPOB IIIJIM HAa BBIIJIATHI «IPUOBUIM» CTapbiM, Ha
pedepanbHbie OOHYCH U B KapMaHbl Opranu3aTopoB. Hukakoro ToproBoro po6ora
He cymecTBoBaso. [locTpagaBmmmu B pe3yibTaTe JIaHHOM (PUHAHCOBOM
MMPaMUJIbI SBJSUTUCH Tpaxkaane 0osiee uem u3 40 cTpaH, KOTOpbIE TIOHECTH YOBITKH

Ha cymMMy cBbime $17 miH".

18 Kpunrosamora «/rpsl B kKanbMapa» okaszaiachk (eiikom. Bkiagunku motepsum oosee $3 Mt
// BOM.02.11.2021.URL:// https://www.bfm.ru/news/485082

1 YKeprBbr kpunTormpamuast BitConnect morydar Bo3MereHune Ha cymmy $ 17 miH //
PBK.13.01.2023.URL://https://www.rbe.ru/crypto/news/63c0feab9a79474a0596¢ca84
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Qunancosaa nupamuoa @Duunuxo. ODrnHancoBasg nupamuna DOuHUKO
nosiswiack B PO B r. Kazaus emie B 2019 roay u obemiana u30aBUTh KUTEIIEH OT
KpeauToB. Kak yBepsuln co3zmareny, MX KIHYeBas KOMIIETEHIMS — 3TO YMETh
3apabaTbIiBaTh Ha PA3TUYHBIX (POHIOBBIX PBIHKAX, W JJII TOTO, YTOOBI CHHU3UTH
aOCOJIIOTHO BCE PHUCKHM, OHHU pa3paboTalid COOTBETCTBYIOIIME MATEMaTUYECKHUE
MOJEIM, TO €CTb JOJDKEeH Obul ucnosnb3oBatbes MU,  OrnuuurtenbHOU
OCOOCHHOCTBIO JaHHOW (UHAHCOBOM MHUPaMHIbI OBUIO HATUYME Pa3IUYHBIX
IporpaMM, Hampumep, ObUIM MPOrpaMMbl, ¢ MOMOIIBIO KOTOPBIX MOXKHO OBLIO
KyIUTh KBapTUPY WU MalIMHy 32 35% OT UX CTOMMOCTH, @ MOXXHO OBLJIO ITPOCTO
OTKpBITh Aeno3ut noxa 20-30% B mecsau. BeposTHO, MMEHHO 3TO NOBIUSIO Ha
BBICOKYIO IIOIYJISIPHOCTh CXEMBI cpefu rpaxkaaH. CTOMT OTMETHUTh, YTO CUET B
JAHHOM TporpaMMme Henb3s ObUIO MOMOJHUTH (PUATHBIMHU JIE€HBIAMH, MOCKOJIBKY
BCE OIEpalliM COBEpIIAIUCh B OUTKOMHAX M KpunrtoBamore Tether. Oto ObuIO
BaXXHBIM MOMEHTOM B CYJEOHOM IpOIlecCE, MOCKOJIbKY JACHEKHBIE CPEICTBA B
MPUBBIYHOM JIJIsl HAC BUJIE OT HACEJIEHUS MOJIy4aTh OpraHU3allys He UMena mpasa,
TaK Kak Ha 3To TpedyeTrcs cooTBeTcTBYIomas jgureH3us [{b PO, a kpuntoBantoTa —

9TO HE JCHBIH.

IIpaBuia 6e3onacHoCTH

B P®, 4robml mpeaynpenuTs TpakKJaH W CHHU3UTh PUCKU BOBJICUCHUS B
HE3aKOHHYIO JEsTEebHOCTh, Ha caiiTe banka Poccuu exxenHeBHO OOHOBIISIETCS
CIIUCOK KOMIIAaHHWI C BBISBJICHHBIMU MPU3HAKAMU HEJIETAIBHON AEATEIIbHOCTH Ha
(UHAHCOBOM pBIHKE: TpHU3HAKAMH «()UHAHCOBOW MHUPAMHIBI», HEJIETATIHLHOTO
KpeIUTOpa, HEJIETaIbHOTO MPO(ECCUOHATBHOIO YYaCTHUKA PBhIHKA IIEHHBIX OyMmar
(B TOM umcIie HeleranbHOTO (PopeKc-auiepa) U WHBIX HEJIeTalbHbIX yYaCTHUKOB
(VMHAHCOBOTO pBHIHKA. YYaCTHUK pBIHKA JUISI TPEIOCTaBIECHUS OOIBIIMHCTBA
¢buHaHCOBBIX ychayr Ha Ttepputopun Poccuiickoit ®enepanuu JOJKEH HMETh
munien3nio banka Poccun wimm ObITH BKIIOYEHHBIM B ero peectp. [Ipoeputh 310

MOXHO B CIIPaBOYHUKE q)HHaHCOBBIX OpFaHHBaHHﬁ. Ecau 510 YCIIOBHUEC HC
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coOnroaercs, T0, CKOpee BCEro, OpraHu3anus BEAET ACSITEIbHOCTb HEJIETaIbHO, a
20 .
norpeburenn  Moryr  ObITh  0OMaHyThl .  CalWT [  TpPOBEPKU  —

https://cbr.ru/inside/warning-list/.

[Tomumo 3TOrO, Cienyer obpaliaTe BHUMaHHE Ha CIEIYIOIIUE MPU3HAKH
(MHAHCOBBIX MUPAMMUL:

o HEpeaJuCTUUHble oO0emanusa: OoJblias JOXOJHOCTb, B  pasbl
omepexaromas Jo0ble  JIETAJIbHBIE AHAJIOTM, OCOOEHHO IOAKpEIUIEHHAs
rapaHTUsIMU — 3TO YHUBEpCalIbHAasl U TJIaBHAs MIPUMAaHKa JIF000H MUpamMuIbl;

o IpPUBJICYEHHE HOBBIX YYaCTHUKOB WM pedepanbHas Mporpamma:
BBIIIATHl HOBBIM BKJIQJUYHUKaAM 32 CUET JICHET CTapblX — KIIACCUYECKHN MPU3HAK;

o OTCYTCTBUE JuUeH3uu: HeT nuueHsun b P® Ha QuuancoByro
JESTENIbHOCTD (CTPAXOBYIO, UHBECTULIMOHHYIO);

o arpeccuBHas peKjlaMa: JABJIIEHUE, CPOYHOCTb ((TOJIBKO CETOIHA!»);

o HEIMPO3PavyHOCTh: HET HMH(MOpPMAlUMU O PYKOBOJCTBE, PErHCTpalUH,
OTCYTCTBUE O(UIMATBHBIX JOKYMEHTOB;

o OpUEM HAJIMYHBIX: OTKa3 OT O(UUHUAIBHOIO OQOpPMIICHUS, MpPUEM
JIEHET HAIMYHBIMU WJIM B KPUIITOBAIIOTE 0€3 JJOKYMEHTOB.

['maBHOE Bcerjja MOMHUTB: O€CIUIATHBIN ChIP TOJIBKO B MBIIIEIOBKE!

%Y CMCOK KOMITaHHH ¢ BBISIBICHHBIMU NPU3HAKAMU HEJIETAIbHOM IeITENbHOCTU Ha (PUHAHCOBOM
peiake//I1b P®.30.12.2025.URL://https://cbr.ru/inside/warning-list/
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Pasnen 4. [loBTOpeHne — MaTh Y4eHUS:

€iie pas o (l)I/IHaHCOBOM MOIIICHHNYECTBE

Kak MpI Bce YKE 3HACM, 3JIOYMBIIIULICHHUKKW BCCTIAAd HAXOAATCA B ITOUCKC
I/IH(I)OpMaHHOHHI)IX IMOBOAOB U OYCHB XOPOLIO K ATOM npoucaype aaarTupoBaInuCh,
IIO3TOMY 6y,ZIeT BaXXHO C€HIC pa3 BCIIOMHHUTL AKTYAJBbHBIC CXEMbl MOIMICHHHUYCCTBA
Ha TeKYLHHfI MOMEHT. BaxxHo OTMCTUTBb, 4YTO MCHAKOTCA CXCMbI, OJHAKO CYTb
OCTaCTCA Ta K€ — B IIPUOPUTCTC CHUIKCHUC 6,ZII/IT€JII>HOCTI/I KEPTBBI U OTKIFOYCHHC

KPUTUYICCKOI'O MBIIJICHHA.

PaccmoTpum Hambosee NomyssipHbIE CXEMBI.

QDuuwiunzosvle OHNAUH-MAZA3UHBL U HE MOAbKO. DTa CXEMa aKTyaJlbHA
KPYTJBIA TOJ, TTOCKOJIbKY Y JIIOJIeH BCErjla €CThb MOTPEOHOCTh B TOKYIKE Yero-
a1n00: OT MYTEBOK, aBUa- U >KEJIE3HOJOPOKHBIX OUIIETOB B CBSI3M C OYEPEIHBIM
OTIYCKOM WJIM JJIUTEIBHBIMU TMpa3AHUKaMu 70 OaHaJbHBIX IOKYNOK B BHUJE
MPOAYKTOB NUTaHMsA. Te€ MoJIb30BaTENM, KOTOPHIE COBEPIIAKOT TAaKUE IOKYIKHU
yepe3 paHee yCTAaHOBJIEHHbIC MPUIIOKEHUS C OQUIMATBHBIX Mara3uHoOB TOTO WIIU
WHOTO TPOU3BOAMUTENS CMapT(OHA, 3aIIUIINCHBI, HO 3a4acTyl0, €CIU TpaKIaHUH
PELINII HAUTU ITYTEBKU JJIs1 OUEPEAHOTO IMYTEUIECTBUS U KEJIATEIbHO CO CKUIAKOU
yepe3 M3BECTHBIE MOUCKOBUKH, TO B 3TOM CIIy4ae MOSBIISIETCA PUCK COBEPIIUTH
MOKYTKY Ha MOAeTbHOM ((puimmHroBom) caiite. B aToM citydae mosiBisieTcss puck
HE€ TOJIBKO TOTEPATh 4YacTh CBOMX JCHET, HO MU CKOMIIPOMETHPOBATH CBOHU
NepcoHaIbHbIE JaHHBIC, IOCKOJIbKY Ha calTax TpeOyeTcsi 3aloJIHATh TaKue
nanueie, kak ®UO, HOMep TenedoHa, aapec SICKTPOHHOW MOYTHI, BO3MOKHO,
MAacropTHIE JaHHBIC, €CJIM, HAPUMEP, Mbl XOTHUM IpHoOpecTu OWjieT Ha MOe3.
WJIM CaMOJIeT, M, KOHEUHO K€, TAaHHbIE CBOEH OAHKOBCKOW KapThl. CTOUT OTMETHUTH,
YTO YaIe BCEro MOIICHHUKH TOJC/IBIBAIOT CalThl aBHAKOMIIAHUHN, O0AHKOBCKUX H
MUKPO(PUHAHCOBBIX OpraHU3aIluil U CTPAHUIIbl aBTOPU3ALMK U oruiaThl MIHTEepHeT-

Mara3mHOB.
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Ilpasuna 6e3onacnocmu

HeoOxoanmo:

o COoBepIIaTh TMOKYNKH Yepe3 YCTAaHOBIEHHbIE C OQUIMATBHBIX
Mara3uHOB IIPOU3BOIUTENS TelePOoHa TPUTIOKEHUS;

o Opyu  Tepexoie IO CChUIKaM, KOTOpbI€ BbIJANl  MOUCKOBUK,
yIOCTOBEPUTHCS, UTO Ha3BaHME cailTa HaunHaeTcs ¢ «httpsy, a He ¢ «httpy;

o yOeauThCs B OTCYTCTBUM TpaMMaTHYECKMX OLIMOOK Ha cailTe; eciu
OHH €CTh, 3TO (PUIIIMHTOBBIX CAWUT;

o IPOBEPUTh KOPPEKTHOCTh HA3BAHUSI CalTa B IOUCKOBOW CTPOKE,
(UIIMHTOBBIE CAalThl 00S3aTENBLHO COJAEPKAT OLINOKY;

o HE MEpPEeXOJIUTh HAa COOTBETCTBYIOIIME CANThl MO CCHUIKAM, B TOM
YUCJIE U3 AJIEKTPOHHOM MOYTHI;

o HE TMEpPeXOJUTh 1O 3aMaHYMBBIM CChUIKAM U3 OOBSBICHUH,
pa3MelleHHbIX Ha npocTtopax NHTepHeTa;

o UCIIOJIb30BaTh AHTUBUPYCHI, JOMOJIHUTENIbHAS 3allluTa HUKOrAa HE
OyJeT JIUIITHEH;

o UCIIOJIb30BaTh OTACJIbHYIO KapTy Jis COBEPUIEHUS MOKYIOK B CETH

HHTEepHET, MOMOIHATh €€ Ha HEOOXOAUMYIO CYMMY IE€pE COBEPUICHUEM TOKYTIKH.

Jlocmaexka uyeemoe ona kpaxcu «l'ocyciyzy. MOUWEHHUKU TOCTOSHHO
HaXOAT HOBbIE MH(OPMALIMOHHBIE TOBOJIBI AJISl XUILEHUS IEHET, OHAKO OHU €lIe
U 70pa0aThIBalOT CYLIECTBYIOIIME CXeMbl. JlaHHas cxema Takke He ocTajach 0e3
BHUMaHMs. Tenepb MOIIEHHUKH pa3padoTaidi HOBYIO JABYXATAMHYIO CXEMY
oOMmana’'. CHauana >kepTBe 3BOHAT OT UMEHHU CITY>KObI TOCTaBKH OYKETOB U MPOCAT
Ha3BaTh ko7 u3 CMC aKx00bI 11 CBEpKH 3aKa3a ¢ KypbepoM. [locie 3Toro 3B0HOK

npephIBacTCs COOOIIEHNEM OT UMEHU POCKOMHa30pa 0 HEOE30aCHOCTH.

21 MOLLIeHHIKY TIPHTMAITH CXeMY C «IOCTaBKOi OykeToy mst kpaxu «ocycmyry// PBK.08.08.2025.
URL://https://www.rbc.ru/rbefreenews/689578ab9a794714d1a91a79
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3areM 3JI0yMBILUIEHHUKH 3BOHST CHOBA, YK€ B POJU «COTPYIHHUKOB
CIIy’KObI», Tpejuiaras NoMOYb BEpHYTh JIOCTyn K «l'ocycimyram» M OTMEHUTH
3asiBKY Ha MMKpO3aeM. B 3To BpeMs Ha TeneoH MpUXOAAT YETbIPEX3HAUHBIE KOJIbI
OT UMEHM MHUKPO(PHHAHCOBBIX OpTaHU3AlMNA, KOTOPbIE MOIICHHHUKH IBITAIOTCS
BBIMAHUTH I BXoza B «l'oCyciryru», B3J10M KOTOPBIX MOKET IIPUBECTHU K IOTEPE

rcuepnbIBaroIieil nHdopMaluu o rpaxaanuie PO.

Ilpasuna 6e3onacnocmu

Camoe BakHOE mpaBujIo, IMPHUMCHHMMOC KO BCCM BapHaHTaM IIOIIBITOK
MOIICHHUYCCTBA, HHUKTO M HHKOI'Jda HC 6y,Z[eT CIIpallnBaTb CMC-KOI, K HCMY
CJICAYCT OTHOCUTLCA KakK K IIapOoJIro.

3a,Z[aTI> cebe O‘ICBI/II[HBIﬁ BOIIPOC: KAAJIN JIX BbI IOCTABKY I_[BGTOB? Ecan HCT,

TO CKOpee BCETo 3TO aepUCTHI.

bnokuposxka o6aunkoeckux kapm c¢ npumenenuem HH. MolueHHUKT
HAay4YWINCh YJaJe€HHO OJIOKUpOBAaTh OAHKOBCKHE KapThl, BEIb IS HTOTO
JIOCTaTOYHO COBEPIINTh 3BOHOK B call-ientp Oanka u HazBath PUO, naty
pOXKIeHUs. A NIt TOTO, YTOObI OOMaH OblI erle OoJsiee yOeAuTeNeH, MOIIICHHUKA
UMUTHPYIOT TOJIOC KIIMEHTa ¢ moMoulsio Heilpocerelt M. [IpuunHoi 610KMpOBKU
MOXET SIBIIITHCS BCE, UTO YTOAHO, HAIIPUMED, MOTEPS KapPThl UIIN €€ KpaxKa.

[Tocne OMOKUPOBKM KapThl MOIICHHUKH CBSI3bIBAIOTCS C JKEPTBOU W,
yrpoXxasi pacnpaBod WM OJOKUPOBKOM KapT POJCTBEHHHMKOB W 3HAKOMBIX,
BBIMOTalOT JeHbI'd. OHU yXKe JEMOHCTPUPYIOT «pEe3yjbTaT» — BalllH

. 22
NEeUCTBUTEIHLHO 3a0JJOKUPOBAHHBIC KAPTHI.

Ilpasuna 6e3onacnocmu

> MOIIIEHHUKH MacCOBO OJIOKMPYIOT OAaHKOBCKHE KapThl POCCHSH U BBIMOTAIOT JIeHbIH. Kak
3aIUTUTHCSI — COBETHI AKcTepToB//banku.PY.11.12.2025.
URL://https://www.banki.ru/news/daytheme/?1d=11020062
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Heobxoaumo:

o BCETJa OTHOCHTHCS K CHUTYyalldd KPUTUYECKU, TEPE3BOHUTH IS
yTOUHEHHUs UH(pOpMaIuu O OJOKUpOBKE KapThl B call-nieHTp OGaHka (1o HOMEpPY
TenedoHa, ykazaHHOMY Ha 000OPOTHOUW CTOPOHE KapThl);

® HU TNPU KaKUX YCIOBHUSIX HE TEPEBOAUTH JICHBIM HU HA Y€l CcYeT, a
o0paTUThCS B OT/ACIICHUE OaHKa,

® pacCCKa3aTb pOACTBCHHUKAM, 0COOCHHO ITOKHJIBIM, 00 3TOM cxeme.

B 3akmodyeHwe OTMETHM, UYTO IOCJIEIHHME JIaHHBbIE IJI00AIBHOTO
MCCJIEIOBAHMSI TIOKA3bIBAIOT TPEBOKHYIO KaPTHHY: MOLIEHHUYECTBO IPEBPATHIIOCH
B MacCOBO€ SIBJICHHE, a €r0 MOCIEACTBUS BBIXOAAT JaJeKO 332 paMKU (PUHAHCOBBIX
notepb. B 2025 romy 57% B3pocioro HaceleHus Mupa CTOJKHYJIUCHh C
MoIIeHHHYeCcTBOM. Cpenu TeX, KTO JMIIWICS CpencTB, 54% cranu KepTBaMH NpU
OHJIAMH-NIOKYNIKaX, a 48% mocTpagaiu OT MHBECTULMOHHOTO MOIIEHHHUYECTBA.
Oco0oe BHUMaHHE CTOUT OOPaTUTh HA TICUXOJOTUYECKUN YPOH: 69% MCIBITHIBAIOT
CWIbHBIN cTpecc, 17% TepstoT yBepeHHOCTh B cebe, a 14% oTMevaroT yxyueHue
OTHOLIEHUN B CEMBE.

BoapmMHCTBO Jto/Iel AEKIapUpyeT: «ITOr0 CO MHOM TOYHO HE CIYUUTCS».
[Ipr 3TOM NOYTH KaXAbIM YETBEPTHIM M3 ATOW YBEPEHHOW I'PYNIIBI BCE PaBHO
TepSET AEHbIU, UTO YKA3bIBAET HA CEPhE3HBIN Pa3pblB MEKY BOCHPUITHEM PHUCKA
U peajlbHbIMU yTrpo3amMu. MOIIIEHHUKH COBEPIICHCTBYIOT TAaKTHUKH, a 0a30BOM
OUTETFHOCTH TIOPOM YK€ HEJ0CTaTOYHO. BhICOKas caMOOIeHKa COOCTBEHHOM
OCTOPOKHOCTH MOKET CO3/1aBaTh JIOKHOE YYBCTBO 0€30MACHOCTH, Jieiasi YeJIOBeKa
ysI3BUMBIM. Bce 3TO TOBOPUT O TOM, UYTO HEOOXOJMMO TOCTOSIHHO IOBBIIIATH

YPOBEHb MU(PPOBON TPAMOTHOCTH W KPUTHUUECKOTO MBITTUICHHUS.

36



Pa3znen 5. MexayHapoaHasi 0JIMMIUAAA 10 (PMHAHCOBOM 0€30MaACHOCTH

MexayHapoaHasi oluMnuaaa mno (pUHaHCOBOW 0O€30MacHOCTH — €KETOHAs
onmumnuanga | ypoBHs, KoTopas mpoBoautcs 1o mnopyuyeHuto IIpesuaenta
Poccuiickoit @enepanun B.B. Ilytuna. [IpoBenenne Onummnuaasl HaOpaBJIeHO HA
MOBBINIEHUE UHPOPMAIIMOHHOH, ((MHAHCOBOM U MPABOBOM IPAaMOTHOCTH MOJIOIOTO
MOKOJICHUS, TIOMCK TaJlaHTJIMBOM MOJOJICKHU, CTUMYJIUPOBAaHUE Yy4eOHO-
MO3HABATENIbHON ¥  HAay4YHO-HUCCIEJO0BATENIbCKOM JeATeTbHOCTH B  00J1IacTu
(rHaHCOBOM 0E€30MaCHOCTH.

C vyuerom npoduas Omumnuansl («DPuHAHCOBasE OE30MACHOCTHY)
OJINMIIUAHBIE 3a/JaHUSI COCTABJIEHBI HA OCHOBE CIEAYIOIIUX IPOrpaMM:

Ul IIKOJIBHUKOB — HA OCHOBE MpPOrpaMMm 00I1e00pa3oBaTeIbHBIX
MPEIMETOB: MaTeMaThKa, nHpopMaTHKa, 00IECTBO3ZHAHKE,

JUIsl CTYJIGHTOB — Ha OCHOBE OCHOBHBIX 00pa3oBaTENbHBIX MPOrPaMM
BBICIIIETO0 00pa30BaHUs M0 HAMIPABJICHUSIM TTOATOTOBKHU:

®  OpUCTPYACHLUS;

e  MaTemaTHuka, nHpopmalmoHHas 6€30MacHOCTh U TIp.;

®  HKOHOMMHKA, (UHAHCHI U KPEAUT, IKOHOMUYECKasi O€30MaCHOCTb;

®  MEXJyHapOJHbIC OTHOIICHUS, 3apy0eKHOE PETUOHOBEICHHE.

[To6enurenun u mnpuzepbl OnUMMNUAABl TOJYYAIOT TMPEUMYIIECTBA TIPH
MOCTYIIJIEHUU B BY3bl MeXIyHapoIHOTO ceTeBoro mHCTuTyta B cdepe [HOJ/DT
Ha IporpaMMbl OakajgaBpuara, MarucTpaTypbl U aclUPAHTYPhl B COOTBETCTBHUH C
JaprotaMu onuMnuaa | ypoBHS, a TakKe BO3MOXKHOCTb CTaXXUPOBATHCS B
PocuHMOHUTOPUHTE U IPYTUX OpPTaHU3ALMIX.

OnuMnuaaa NpoXoJUT B HECKOJBKO TAIOB:

o TeMaTU4eckuil ypok «OrHaHCcOBasi 6€30MaCHOCTbY;
o MPUTJIACUTEIBHBIN 3Tl

o OTOOPOYHBIN JTAIT;

o KBaJIM(PUKALIMOHHBIN ATarl;

o (uHaNBHBIN 3Tal.
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IIpunoxenune Ne 1. I'moccapuii

Bonamunsnocms (ot anri. volatility — «u3mMeHIHBOCTB», OT JatT. volatilis
— «CTPEMUTEIBHBINY, «OBICTPBIN») — WHAMKATOP PBHIHKA IIEHHBIX Oymar WM
BAJIIOTHI, KOTOPBIA IMOKa3bIBACT YPOBEHb €r0 W3MEHYMBOCTH 3a OIPEICICHHOE

BpEMSI.

Jungpeiix (deepfake) — 93TO TEXHONOTHS CO3MAHUS PEATUCTUIHBIX
MOJICTBHBIX ayIu0, BUIACO WM HW300pPKCHWA C IMOMOIIBI0 HCKYCCTBEHHOTO
WHTEJVIEKTa, OCHOBaHHasi Ha «riiyookom oOydeHun (deep learning) wim

noanenke(fake).

/lponnep, dopon — 310 noicTaBHOE (PU3HUECKOE JHII0, OPOpMUBILIEE Ha CeOs
CpeAcTBa IUIaTexke (OaHKOBCKHUE IUIACTUKOBBIE KapThl, OAHKOBCKHE CYETA,
AJIEKTPOHHBIE KOIIEIbKH, KPUITOKOIIEIbKUA M Tp.) W/WIM 3aperucCTpUpOBaBIIECE
cedst B kadyecTBe MHAMBUAYaidbHOro npeanpunumarens (UII) w/wnm nupexropa
W/WIA  yUpeouTeNs IOPUIMYEecKoro Jmna ©0e3 Ledu peajbHOro ydacTus B
OpeIPUHUMATEIBCKON JIEATENbHOCTH C MOCienyrome mnepeaadeit (cObITOM)
TPEThUM JIMIIAM 32 JCHEKHOE BO3HArPaXICHHE WM WHBbIE MaTepuajbHble WIIU
HEMaTepUaJIbHbIE LEHHOCTH JJIEKTPOHHBIX CPEACTB, IPEIHA3HAYCHHBIX IS
VIOPABJICHHUS] CBOMMHU CpPEICTBAMM IUIATEKEW W/WIM OAHKOBCKMMH CYETaMU U
(UHAHCOBON JEATENBHOCTEIO O(OPMIIEHHBIX HA HEro OpraHu3aluil u/wim
UHAMBUAYAIBHOTO nipeanpuHuMarens. K «aponam» Takke oTHOCATCS (pU3HMUECKHe
JUIA, TPEIOCTAaBUBILIKME CBOM MEPCOHAIbHBIE JIaHHBIE W JIOKYMEHTBHI IS
UACHTU(UKAIIMM TIpU TPOBEACHUM (UHAHCOBBIX OINEpaluid € HaJTUYHBIMU

ACHCKHBIMU CPCACTBAMHU, IIPUHAAJICKAINMMHU TPCTBHUM JIMIIAM U B KX HHTCPCCAX.

Hneecmuyuu — neHeXHbIE CPECTBA, IICHHBIE OyMaru, HHOE UMYIIECTBO, B

TOM 4YHCJIC UMYIICCTBCHHBIC IIpaBa, MHBIC IIpaBa, HMCIOIIHUE ACHCKHYIO OLCHKY,
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BKJIAJIBIBAEMBIE B OOBEKTHI MPEANPUHUMATEIBCKON U (MJIM) WHON JESITEIIbHOCTH B
IEJSAX TMOTYYSHUS TPUOBLITH U (MJTH) TOCTHXKCHHS MHOTO MOJIe3HOTO ) (dekTa.

Hueecmop — JINIO, OCYLICCTBJLAOIICC NHBCCTHUIIHNH.

Hckyccmeennwtii. unmennekm (HH) (Artificial intelligence) — »st1o0
HaIpaBJeHUE HAYyKH, KOTOPOE 3aHUMAETCs pa3pabOTKON KOMITBIOTEPHBIX CUCTEM,
CIOCOOHBIX BBIMIOJIHATH 3a7aud, CBONCTBEHHBIC YEIOBEYECKOMY MHTEIUICKTY.
Croa BXOIWUT aHAIM3 JIaHHBIX, paclo3HaBaHUE 00pa3oB, 00pabOTKa TEKCTOB U
3arpocoB, CHOPMYJIMPOBAHHBIX €CTECTBEHHBIM SI3BIKOM, OOYYEHHE Ha IMOTOKax
JAHHBIX W TpuHsATHEe pemieHuid. MM Oasupyercs Ha ajroputMax, MOJEHSIX U
TEXHOJIOTHSIX, KOTOPbIE MO3BOJIAIOT MAlllMHAM BOCIIPUHUMATh OKPY’KAIOLIUN MUD,
UHTEPIIPETUPOBATh JAaHHBIC, JeJaTh BBIBOJABI, MNPUHUMATh pEIICHUS U

aJalITUPOBATHCA K H3SMCHAIOIMUMCS YCIIOBHAM.

Kpunmoeanioma — cOBOKYITHOCTb 3JIEKTPOHHBIX JTaHHBIX (IU(POBOro Koja
Wi 00O03HAYEHHUA), COJAEpKAIUXCS B HMHPOPMAIIMOHHOM CHCTEME, KOTOpbIe
npemjiaratorcs M (MiaM) MOTYT ObITh NMPUHATHI B KAUE€CTBE CPEACTBA IJIaTeXa, HE
SABIIAIONIErOCA  JeHexHOW eaunuuen Poccuiickorn Depepanuu, JCHEKHOU
CAMHUIICH MHOCTPAHHOTO TOCY/apcTBa W (WJIM) MEXIYHAPOIHON JCHEKHOW WIH
pacyeTHOW eqUHULEH, U (MJIM) B KaU€CTBE MHBECTUIIMI M B OTHOLIEHUH KOTOPBIX
OTCYTCTBYET JIMIIO, O0S3aHHOE Mepel] KaxabIM 00JafaTeneM TaKUX 3JIEKTPOHHBIX
JTAHHBIX, 33 UCKIIOUYEHUEM oreparopa U (Win) y3J10B MHYOPMAILIMOHHON CUCTEMBI,
00s3aHHBIX TOJILKO OOEecrneYnuBaTh COOTBETCTBHE TOPSAJKA BBIMYCKA 3THUX
AJIEKTPOHHBIX JAHHBIX U OCYIIECTBIEHUS B UX OTHOLIEHUH JIEUCTBUI IO BHECEHUIO

(M3MEHEHHUI0) 3amucell B TaKyl0 HHPOPMALIMOHHYIO CUCTEMY €€ MPABUIIAM.

Kpunmopwsinok — nioiajaka, Ha KOTOpOW TOPTYIOTCSI KPUIITOBATIOTHI.
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Jucmunz ¢ Kpunmoeaniome — 3TO TPOIEIypa BKIIOYEHHUS TOKEHA B
CIIMCOK aKTHUBOB, JOCTYITHBIX JUIsl TOPTOBIM Ha KaKOW-IMOO TuIomanake (Jarie
BCEro Ha OUpXKe).

Peghepanvnan npozpamma — 3T0 MApKETUHTOBBI WHCTPYMEHT, KOTOPBIH
MOTHBHPYET CYIIECTBYIOIINX KIUEHTOB (pedepepoB wWim peKOMEHIATENeH)

MIPUBJICKATh HOBBIX KIIMEHTOB (pedepasion).

Cxkam-npoexkm (ckam) — (OT aHTJ. scam — «MOIICHHUYECTBOY», «adepay) —
MOIIEHHUYECKUI UHBECTULMOHHBIA MPOEKT, CO3/IaHHbIN JJIA MOIYYeHUsI ObICTPOU
BBITOJIBI.

Couyuanvhaa uniicenepus — 370 OOMaH W MaHUITYJISIUM, 3aCTABIISIIOLIUE
KEPTB JeNaTh TO, YET0 OHM HE JOJDKHBI (HalpUMEp, COBEPILIATh 3JIEKTPOHHBIE

NEPEBOJIBI CPEJICTB, PACKPHIBATH YUETHBIE IAaHHBIE U MPOYEE).

Tpanzakuua (c nat. transactio) — 3To Jar00asi CACIKa WA OIepalus, s
COBEPIIICHUS KOTOPOW HCIIONB3YeTCs OAHKOBCKHM CUET, TIPH 3TOM OallaHC Ha HEM

MEHSIETCSI B MEHBIITYIO WX OOJIBIIIYIO CTOPOHY.

Toxken — 1upOBOI aKTUB, PA3HOBUIHOCTh KPUITOBAIIOTHI, KOTOpAs

MMEET ONPEEICHHYIO LICHHOCTh U XpAHUTCS B OJIOKYEIHE.

Yzonoeuwiit kooexc Poccuiickoit @Deoepayuu (YK P®) — 0OCHOBHOU
UCTOYHUK  YrOJIOBHOIO TMpaBa U  E€IWHCTBEHHbIH  HOPMATUBHBIA  aKT,
YCTAHABJIMBAIOIIUNA MPECTYMHOCTh M HAKa3yeMOCThb JESHUM Ha TEPPUTOPUU

Poccuiickoit henepanuu.
Deoepanvnaa cayyucoa 6ezonacnocmu Poccuiickoui Deoepauyuu (OCh

Poccuu) — denepanbHblii OpraH MCHOJHUTEIIBHOW BJIACTU, B MpEJesiax CBOUX

MOJITHOMOYHMMA  OCYIIECTBISIONINIA TOCYAApPCTBEHHOE yMpaBlieHHEe B 00JacTu
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obecnieuenuss Oe3omacHoctu Poccuiickoit ®denepaiuu, 0OpbOBI C TEPPOPU3IMOM,

3aIIMTBI U OXPaHbI TOCYIapCTBEHHOM Tpanullbl Poccuiickon denepannu.

Deoepanvhaa cayxcoa no Hao3opy 6 cgepe ceazu, UHPGOPMAUUOHHBIX
MEXHON02UN U  MACCOBbIX KOMMYHukayuii  (Pockomnaods3op) sBIA€TCS
dbenepaibHbIM OPTraHOM MCHOJHUTEILHOM BJIACTH, OCYIECTBISIOMMUM (PYHKIIUHU IO
KOHTPOJII0O U HAaA30py B cdepe CpeAcTB MaccOBOKM MH(pOpMAIMH, B TOM YHCIE
AJIIEKTPOHHBIX, ¥ MACCOBBIX KOMMYHHKaIUWA, MH(GOPMAIIMOHHBIX TEXHOJOTUH U
CBA3M, (QYHKUMHM 10 KOHTPOJIIO M HAA30py 3a COOTBETCTBHEM OOpabOTKH
MEePCOHAIBHBIX JaHHBIX TPEOOBaHUSIM 3aKOHOJaTeNnbcTBa Poccuiickoit denepanuu
B 00JIaCTH TIEPCOHATBHBIX JAHHBIX, a TaKkke QYHKIUU TI0 OpraHu3aIluu

JEeATEIbHOCTH PAAUOYaCTOTHOM CITYXKOBI.

Deoepanvhnasn cayacoa no dunancosomy MOHUMOPUHZY
(Pocpunmonumopunz) — deaepaibHblii OpraH MCHOJHUTEIBHOM  BJIACTH,
OCYIIECTBISIOMUN (QYHKIUUA TIO TMPOTHUBOACUCTBHUIO JieTaau3aluu (OTMBIBAHHIO)
JIOXOJIOB, TIOJYYEHHBIX MPECTYNMHBIM MNYTEM, (PUHAHCUPOBAHUIO TEPPOPU3MA,
IKCTPEMUCTCKON AEATEIHHOCTU W (DUHAHCUPOBAHUIO PACIPOCTPAHEHUSI OPYKHS
MacCOBOTO YHHYTOXEHHUS, MO BBIPAOOTKE TOCYAAPCTBEHHOW TMOJIUTHUKUA U
HOPMATHUBHO-TIPABOBOMY PEryJMPOBaHUI0 B 3TOM cdepe, MO KOOpAUHAIUU
COOTBETCTBYIOIICH JCATENBHOCTU (heAepaIbHBIX OPraHoB HMCIHOJHUTEIHHOU
BJIACTU, APYTUX TOCYJAPCTBEHHBIX OPraHOB W OpraHu3aiuii, a Takxke (QyHKIUU
HAllMOHAJIBHOTO IIEHTpAa MO OLEHKE Yrpo3 HAlMOHAJbHON O€30MacHOCTH,
BO3HUKAIOIIMX B pE3yJIbTaT€ COBEPUICHUS oOIepanuili (CAENOK) C JEHEXKHBIMU
CpeACTBaMM WJIM WHBIM HUMYILIECTBOM, M IO BBIPAOOTKE MEp MPOTUBOIACHCTBUS

3TUM Yrpo3am.

@Deoepanvuviii  3akon  Poccuiickoit  @edepauyuu —  denepanbHbIN
HOpPMAaTUMBHBIM  IIpaBoBOM  akT Poccuiickon  @Penepanuy, NPUHUMAEMbBINA

l'ocypmapctBenHor aymoud W noamnuceiBaeMbli  IIpesugenrom  Poccum B

41


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%82%D1%80%D1%82%D0%B5%D1%80%D1%80%D0%BE%D1%80%D0%B8%D0%B7%D0%BC
https://ru.wikipedia.org/wiki/%D0%9D%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D1%8B%D0%B9_%D0%BF%D1%80%D0%B0%D0%B2%D0%BE%D0%B2%D0%BE%D0%B9_%D0%B0%D0%BA%D1%82

coorBercTBuM ¢ KoHcturynmen Poccniickon ®@enepanuu 1o npeaMeram BEICHUs
Poccutickonn ®denepaunn ¥ No MpeaIMeETaM COBMECTHOTO BeAeHHs Poccuiickoun

deneparuy U ee CyObeKTOB.

Q@uamnvle OeHbcu — OSTO BBHIMYCKAEMBIE TOCYAAPCTBOM  KYITIOPBI
(6aHKHOTHI), IICHHOCTh KOTOPBIX oOecreunBaeTcs (rapaHTUPYETCs) TOCYyAapCTBOM

M HC 3aBUCUT OT MAaTcpuajia, i3 KOTOPOro OHU U3rOTOBJICHLI.

Henumpanvnwviit 6auxk PO (IIb P®, bank Poccuu) — 3TO0 MEraperyisitop,
BBICIIIEE 3BEHO OaHKOBCKOM cuctembl Poccum, pvHaHCOBas CTPYKTypa, UMEIOIIas
HCKJIFOYUTEIBPHOE MPABO HA BBIMYCK HAIIMOHAJIBHOM BAJIOTHI M OTBEUaromas 3a

3aIUTYy U o0ecrieueHre CTaOUIbHOCTH pyoJIs

Hugposvie punancosvie axmuewvt (IJPA) B Poccum — QuHaHCOBBIN
MHCTPYMEHT, KOTOPBIA yaocToBepsieT nudpoBbie npaBa. K TakuMm mpaBamM MOTYT
OTHOCUTBLCS, HaINpUMEpP, JEHEXHbIE TPEOOBAHUS, BIAJICHUE SMUCCHUOHHBIMU
IEHHbIMM OyMaraMu, ydacTH€ B KamuTajie HEemyOJIUYHOTO aKIMOHEPHOTO
oOmiecTBa, TpeOOBaHUS TMepeaaydl SMUCCHOHHBIX IeHHBIX Oymar. [lo cytw,
poccuiickue [[PA npencraBusioT co0OM TOKEHHM3UPOBAHHBIE BEPCUM PEATHHO
CYHIECTBYIOIIUX AakKTUBOB. Bpimyck [[PA oCylIecTBIIETCI C NPUMEHEHUEM

TEXHOJIOTUM OJIOKUEHH.

Imuccua — (ot pp. Emission — «BBITYCK») BBIMYCK JICHET B OOpallieHuE,

BEAYIINHI K YBEJIMYEHUIO ICHEKHON MACCHI.

P2P (peer-to-peer) TtpedauHr — 53TO (QopMa TOPrOBIM, MPU KOTOPOI
NOKYIaTed U MpOJaBIbl HANpsSMyl0 OOMEHMBAIOTCS aKTHBAMM, MHMHYS TaKHX
MOCPETHUKOB, Kak OaHKM M IEHTpAJM30BaHHbIE Oupxku. B KpunToBaatoTHOM
IPOCTPAHCTBE 3TO O3HAYaeT OOMEH IU(GPOBBIMU BAIIOTAMU MEXIY JIBYMS

Y4aCTHHUKAaMH Ha CBOUX YCJIIOBUAX.
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